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Abstract 
 

The growth of e-commerce and the increase in 

online product information—allowing consumers to 

learn about almost any product with incredible speed—

brought with it the great promise of better-informed 

consumers that can make better purchasing decisions.  

However, information is not within the consumer’s 

grip, as one may expect. 

Most of the existing literature on information 

problems in e-commerce discusses information 

overload, in which the consumer faces the challenge of 

noticing and assimilating information.  This Article is 

the first to highlight an opposite problem: information 

that is absent in the online sphere.  In particular, the 

Article focuses on the absence of credence qualities, 

which are product features that are unverifiable because 

they may never be required in the course of regular use 

of the product (for example, standards that the product 

is claimed to meet but that the consumer cannot verify).  
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Despite the fact that credence qualities can significantly 

affect consumer welfare, e-commerce offers an 

increased amount of information relating only to other 

types of product qualities: search qualities (product 

features that can be detected prior to the purchase) and 

experience qualities (product features that can be 

detected only after the purchase).  Furthermore, as 

shown in this Article, e-commerce creates a new type 

of credence quality: the deviation of the terms of the 

particular transaction from market terms, of which the 

consumer is unaware. 

This Article also shows that the existing toolkit 

of consumer protection law is inadequate to solve the 

problem of missing credence quality information.  The 

most prevalent regulatory tool is mandatory disclosure, 

and it is particularly problematic because consumers 

are already overloaded with information about other 

qualities. 

After highlighting the challenge, this Article 

proposes a shift in the regulatory approach. Instead of 

imposing disclosure requirements, the regulator should 

endorse or facilitate the creation of platforms for the 

voluntarily sharing of credence information and for 

regulating its appropriate use, organization, and 

presentation.  Such a platform will allow consumers to 

become better informed. The Article then suggests 

guidelines for implementing this proposal, including 

possible steps to protect the platform’s content and to 

encourage voluntary contribution and individual use. 

 

I. Introduction  
 

E-commerce is becoming an increasingly significant part of the 

modern economy.1  According to recent reports, the U.S. retail e-

                                                                                                                 
1 See OECD, GUIDE TO MEASURING THE INFORMATION SOCIETY 72–74 (2011), 

archived at https://perma.cc/Y6R2-GHAU; WORLD TRADE ORGANIZATION, E-

COMMERCE IN DEVELOPING COUNTRIES – OPPORTUNITIES AND CHALLENGES FOR 

SMALL AND MEDIUM SIZE ENTERPRISES, archived at https://perma.cc/NJC8-ZFXA 

(explaining that the term “e-commerce” hereinafter refers both to business-to-
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commerce market is almost the largest in the world (second only to 

that of China), estimated at $513.6 billion in 2018, which is 

approximately 9.7% of all U.S. retail commerce.2  Consumers 

regularly use the internet to gather product information,3 and 

participation in e-commerce is constantly increasing.4  The 

development of e-commerce encompasses great promises, such as the 

promise of efficiency, allowing sellers to propose almost any 

commodity for sale with considerably reduced costs, and allowing 

consumers to do all their shopping at home from a computer, laptop, 

or mobile device with a single click or touch of the screen.5 

                                                                                                                 
consumer (“B2C”) e-commerce, usually conducted in an online store (“webshop”), 

and to transactions concluded offline in brick-and-mortar stores if the consumer 

collected and assimilated meaningful information towards the purchase using an 

online tool).  
2 See Press Release, U.S. Dep’t of Commerce, Quarterly Retail E-commerce Sales 

(August 19, 2019), archived at https://perma.cc/YNJ3-JB5N (listing the estimates of 

e-commerce sales in the U.S. in 2018 and 2019); see also WTO & OECD, AID FOR 

TRADE AT A GLANCE 2017 – PROMOTING TRADE, INCLUSIVENESS AND 

CONNECTIVITY FOR SUSTAINABLE DEVELOPMENT, 26 (2017) (eBook), archived at 

https://perma.cc/28H2-V949 (detailing that the United States and China had the 

largest e-commerce markets in the world in 2015). 
3 See COLBY VOGT & KEN ALLDREDGE, UNDERSTANDING THE ROLE OF THE 

INTERNET IN THE LIVES OF CONSUMERS 10–12 (Fleishman-Hillard 2012), archived 

at https://perma.cc/N885-7ZPC (reporting that already in 2012, 90% of U.S. 

consumers used an internet search engine to become informed about brands and 

products).  The 2012 Digital Influence Index shows the internet as the leading 

influence in consumer purchasing choice.  Id. 
4 See OECD, MEASURING THE DIGITAL ECONOMY: A NEW PERSPECTIVE 42 (OECD 

Publishing 2014) [hereinafter MEASURING THE DIGITAL ECONOMY], archived at 

https://perma.cc/22E5-F8LP (noting that between 2007 and 2013, individual 

participation in e-commerce increased from 31% to almost 50% of the OECD adult 

population). 
5 See Robert Gebeloff & Karl Russell, How the Growth of E-Commerce Is Shifting 

Retail Jobs, N.Y. TIMES (Jul. 6 2017), archived at https://perma.cc/PYU4-JF75 

(noting that online retailers are able to sell more products with fewer workers than 

traditional retailers are able to); Erick Li, Steven Lu & Masoud Talebian, Online 

Versus Bricks-And-Mortar Retailing: A Comparison of Price, Assortment and 

Delivery Time, 53.13 INT’L J. PRODUCTION RES. 3823, 3825 (2015) (detailing that 

online retailers are able to offer a higher variety of products to their customers than 

a traditional retailer). 
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This Article focuses on the promise of information growth, 

arising from the almost unlimited wealth of data produced in e-

commerce.  Today, endless commercial information is presented to 

consumers, and it can be easily transferred around the globe from a 

proliferation of sellers to an unlimited number of buyers with 

incredible speed and volume.6  This information may be displayed by 

text, picture, or video.7  Simultaneously, each and every browse—

including but not limited to purchases—may be recorded for further 

analysis by the website or by others.8  The data produced by both 

sellers and consumers may be stored, analyzed, and used for 

commercial or other purposes.9  

With the growth of information, scholars in the fields of 

sociology, organization theory, psychology, business management, 

and others have recognized the information overload effect that 

magnifies the difficulty of processing information and thence arriving 

at a decision.10  Terms such as information overload, data smog, 

information glut, infobesity, and intoxication have proliferated both in 

scholarly and popular writing.11  This Article adds to that literature by 

                                                                                                                 
6 See MAURICE E. STUCKE & ALLEN GRUNES, BIG DATA AND COMPETITION POLICY 

16–23 (Oxford University Press 2016) (describing the massive volume and variety 

of data and the increasing rate at which it is developed and analyzed); see also Daniel 

L. Rubinfeld & Michal S. Gal, Access Barriers to Big Data, 59 ARIZ. L. REV. 339, 

345–50 (explaining the characteristics of “Big Data,” and how the use of “Big Data” 

allows for e-commerce firms to make more informed decisions, which, in turn, leads 

to e-commerce firms making more efficient decisions). 
7 See STUCKE & GRUNES, supra note 6, at 15–16 (listing a few mediums used to 

present data). 
8 See id. at 19-20 (explaining how data is recorded and analyzed). 
9 See Michal S. Gal & Niva Elkin-Koren, Algorithmic Consumers, 30 HARV. J. L. 

TECH. 309, 310–27 (2017) ( noting that “the next generation of e-commerce . . . will 

be conducted by digital agents based on algorithms that can handle entire 

transactions” which could completely eliminate human decision-making); see also 

Rubinfeld & Gal, supra note 6, at 342–43 (discussing how “Big Data” plays a central 

role in the modern economy by allowing commercial firms to better target specific 

consumers, create specific advertisements for those consumers, and to better know 

the preferences of specific consumers). 
10 See THOMAS H. DAVENPORT & JOHN C. BECK, THE ATTENTION ECONOMY: 

UNDERSTANDING THE NEW CURRENCY OF BUSINESS  20, 54–71 (Harvard Business 

School Press, 2d ed. 2001) (providing a detailed explanation of how people react to 

information overload). 
11 See Jussi T. Koski, Reflections on Information Glut and Other Issues in Knowledge 

Productivity, 33 FUTURES 483, 483– 484 (2001) (discussing the phenomenon of 
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recognizing the focusing on an opposite problem: information absence 

in the age of information proliferation.  The research argues that not 

all types of commercial information are at consumers’ fingertips, as 

could be expected.  

Properly identifying where information is abundant and where 

information is still missing is important for guiding policy makers.12  

Changes in data availability have the potential to change the 

information balance between parties in a commercial transaction, 

thereby affecting consumer welfare.13  Indeed, in accordance with 

economic theory, for markets to function properly and maximize 

consumer welfare, sellers must offer consumers a wide range of 

products, and consumers should be able to properly exercise their 

choice between these products.14  For consumers to do this, they must 

                                                                                                                 
information glut and its effects on productivity and creativity); see also Peter J. 

Denning, Infoglut, 49 COMM. OF ACM 15, 15–19 (2006) (explaining how 

information overload jeopardizes one’s ability to operate within one’s own network); 

Paul Rogers et al., Infobesity: The enemy of good decisions, BAIN & CO.  (June 11, 

2013), archived at https://perma.cc/DNV8-JZZA (highlighting the requirements for 

combating infobesity); see also MARK J. PEARROW, INFOBESITY: COGNITIVE AND 

PHYSICAL IMPACTS OF INFORMATION OVERCONSUMPTION 1–4 (ACM, 2012) 

(articulating a framework for comparing neurological stimuli and information 

overconsumption); Ignacio Aguaded, From Infoxication to the Right to 

Communicate, 42 COMUNICAR 7–8 (2014) (listing a proposed list of  strategies for 

improving communications); see also Daan Van Knippenberg, et al., Information, 

Attention, and Decision Making: From the Editors, 58 ACADEMY OF MGMT. J. 649–

657 (2015) (reviewing articles addressing how to manage information overload). 
12 See Timothy J. Muris, Former Chairman F.T.C., Remarks before the Aspen 

Summit, Cyberspace and the American Dream, The Progress and Freedom 

Foundation (Aug. 19, 2003) (describing various ways information is obtained by 

consumers). 
13 See Max N. Helveston, Consumer Protection in the Age of Big Data, 93 WASH. U. 

L. REV. 859, 909 (2016) (emphasizing what effects different regulatory changes in 

accessing information will have on private and public parties). 
14 See Neil W. Averitt & Robert H. Lande, Consumer Sovereignty: A Unified Theory 

of Antitrust and Consumer, 65 ANTITRUST L.J. 713, 714 (1997) (explaining the 

relationship between antitrust law, competition, and consumer choice); Ryan Calo & 

Alex Rosenblat, The Taking Economy: Uber, Information & Power, 117 COLUM. L. 

REV. 1623, 1674 (2012) (detailing role of the sovereign customer in exercising 

consumer choice). 
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acquire appropriate information.15  If such information is unavailable 

and the regulator deems that information to be important for the 

consumer’s decision-making process, consumer protection laws step 

in.16 

This Article analyzes the effects of e-commerce on the 

information balance between sellers and consumers, highlighting the 

special challenges of information regarding credence qualities, and 

making policy recommendations to remedy them.  The argument is 

developed as follows: 

Part II opens with a short review of the economic literature that 

guides the ensuing discussion, presenting the economic principles 

regarding both information absence and information overload and 

emphasizing the particular overload problems of e-commerce.17  

Part III focuses on the distinction between three types of 

product qualities that might be relevant to consumer choice: search 

qualities, which relate to product features that can be detected prior to 

the purchase; experience qualities, which are product features that can 

be detected only after the purchase; and credence qualities, which are 

product features that are unverifiable because they might never be 

detected.18  Credence qualities can include, for example, ethical 

                                                                                                                 
15 See Helveston, supra note 15, at 868 (noting how many consumers are unaware of 

complexities with the data industry). 
16 See Muris, supra note 12 (emphasizing role consumer protection laws play in 

maintaining free consumer choice); Rory Van Loo, Helping Buyers Beware: the 

Need for Supervision of Big Retail, 163 U. PA. L. REV. 1311, 1325—26 (2015) 

(highlighting the tension between maintaining a free market and regulation); Calo & 

Rosenblat, supra note 14, at 1670–73 (explaining what interests consumer protection 

laws are designed to protect); MARK R. PATTERSON, ANTITRUST LAW IN THE NEW 

ECONOMY: GOOGLE, YELP, LIBOR, AND THE CONTROL OF INFORMATION 23–25 

(Harvard University Press 2017); see also Averitt & Lande, supra note 14, at 714 

(emphasizing antitrust violations are external market violations whereas consumer 

protection violations are internal market violations); Julie E. Caswell & Eliza M. 

Mojduszka, Using Information Labeling to Influence the Market for Quality in Food 

Products, 78 AM. J. AGRIC. ECON. 1248, 1249 (1996) (distinguishing search, 

experience, and credence qualities of goods); POLICY ROUNDTABLES: MONOPSONY 

AND BUYER POWER (ORG. FOR ECON. CO-OPERATION & DEV. 2008) (describing two 

types of buyer power and how they impact pricing of goods); Jonathan Sallet, Buyer 

Power in Recent Merger Reviews, 32 ANTITRUST 82, 83 (2017) (noting rare cases 

implicating antitrust laws when consumers acquire dominant market position).  
17 See infra Part II. 
18 See infra Part III Section A (search qualities); Part III Section B (experience 

qualities); Part III Section C (credence qualities). 
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characteristics of the production process, the probability of a product 

malfunction, the accuracy of the product’s label, and so on.19  Unlike 

search and experience qualities, credence qualities are not discovered 

in a systematic manner; they are only uncovered accidently.20  As a 

result, the free market can rarely correct against low-quality sellers that 

provide fraudulent credence information.21  Therefore, regulatory 

intervention is necessary to provide consumers with accurate credence 

information.22  The analysis reviews how the growing connectivity 

between the internet and commerce affects the availability of 

information relating to each of these qualities, taking into account both 

the problem of information absence and that of information overload.  

In essence, it will be argued that while the availability of information 

relating to search and experience qualities has improved, e-commerce 

consumers remain at a relative disadvantage with regard to information 

about a product’s credence qualities.23 

Part IV identifies a new credence quality characteristic of the 

era of big data.  As elaborated below, with the development of big data, 

sellers can tailor their commercial proposal to a particular consumer in 

real time, thereby extracting more of the consumer surplus.24  When 

offering these tailored terms, the sellers deviate from what used to be 

“benchmark” market terms.25  The consumer is unaware and cannot 

reasonably become aware of the difference between the proposal made 

                                                                                                                 
19 See infra Part III; see also Esben Sloth Andersen & Kristian Philipsen, The 

Evolution of Credence Goods in Customer Markets: Exchanging Pigs in Pokes, 10 

DRUID WINTER SEMINAR, MIDDELFART, 4–7 (1998) (examining the different 

characteristics of credence qualities). 
20 See Michael R. Darby & Edi Karni, Free Competition and the Optimal Amount of 

Fraud, 16 J. L. & ECON. 67, 68-69 (1973) (defining credence qualities as “[t]hose 

which, although worthwhile, cannot be evaluated by normal use”)  
21 See Andersen & Philipsen, supra note 19, at 5–7 (discussing the inability of the 

free market to clarify credence information to consumers). 
22 See id. (proposing a new system that would inform consumers about credence 

qualities). 
23 See infra Part III Section C. 
24 See infra Part IV. 
25 See OREN BAR-GILL, SEDUCTION BY CONTRACT: LAW, ECONOMICS, AND 

PSYCHOLOGY IN CONSUMER MARKETS 7–9 (Oxford Scholarship 2012) (describing 

the rational-choice framework of evaluating standard contracts and how sellers 

modify standard contracts for each transaction). 



______________________________________________________________________________

______________________________________________________________________________ 

 

 

8                                      JOURNAL OF HIGH TECHNOLOGY LAW            [Vol. XX: No. 1 

 

 

to him or her and the proposal made by the seller to others.26  The 

constant deviations of individual transactions from the market terms is 

a new credence quality of the product that does not exist in completely 

offline transactions.27 

Part V is dedicated to policy recommendations.  It first 

criticizes existing consumer protection laws as outdated and unable to 

address the problem of credence quality information asymmetry in the 

online sphere.28  It then calls for an initiative that would make the 

anecdotal surfacing of information related to credence qualities more 

systematic, and that will improve the accessibility and assimilation of 

such information while avoiding information overload.29  Practically, 

the recommendation is to establish a platform that would host 

consumer communities and allow for the systematic exchange of 

information on credence qualities.30  The proposed model resembles 

that of Wikipedia, allowing for voluntary contributions, though with 

the important distinction of supervision by a national regulator.31  The 

guidelines for implementing this proposal are also delineated, and the 

section concludes by proposing how to supervise content, encourage 

voluntary contributions, and facilitate use.32 

The proposal of aggregating information for the benefit of 

consumers is consistent with the existing regulatory toolkit.33  Some 

scholars even pointed to information platforms as a possible means of 

facilitating consumer access to information.34  In particular, Ben-

                                                                                                                 
26 See Ryan Calo, Digital Market Manipulation, 82 GEO. WASH. L. REV. 995, 1002–

03 (2014) (discussing how transactions can be customized for each consumer). 
27 See sources cited infra notes 192–199, 219 and accompanying text. 
28 See infra Part V Section A. 
29 See infra Part V Section B. 
30 See infra Part V Section B. 
31 See infra Part V Section B.1.  
32 See infra Part V. Sections B.1–B.3. 
33 See Darby & Karni, supra note 20, at 84 (noting that proposed government 

produced ratings could be useful in regulating markets, however, they are susceptible 

to the same trappings as private rating firms); Caswell & Mojduska, supra note 16 

(“The government may play a role in increasing the number of informed consumers 

by facilitating communication. An example would be inclusion of some form of 

consumer rating on product labels.”). 
34 See Omri Ben-Shahar & Carl E. Schneider, The Failure of Mandated Disclosure 

(Law & Econ. Working Papers 2010) [hereinafter Failure of Mandated Disclosure]; 

OMRI BEN-SHAHAR & CARL E. SCHNEIDER, MORE THAN YOU WANTED TO KNOW: 

THE FAILURE OF MANDATED DISCLOSURE (Princeton Univ. Press 2014); Max N. 
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Shahar and Schneider advocated peer-rating or recommendation sites 

that were developed sua sponte in many markets, or “information 

aggregators,” which they describe as intermediaries that “collect 

information and convert it into useful forms like price comparisons, 

ratings, labels, seals and certificates.”35  Helveston called for 

governmental support to “grassroot consumer protection movements,” 

inter alia, by establishing a “centralized portal” that will encourage 

these movements.36  Van Loo also discussed the role of information 

intermediaries, focusing on the differences between private and public 

intermediaries.37  While building upon such literature, this Article goes 

one step further, identifying the information that a regulated portal 

should include and elaborating guidelines for implementation.38 

To add such an additional layer to the existing literature, the 

Article links the distinction of the aforementioned three categories of 

information (search, experience, and credence qualities) to e-

commerce market offerings.39  This linkage is useful in demonstrating 

that despite the proliferation of information, an information gap 

remains with regard to credence qualities.40  Additionally, this research 

                                                                                                                 
Helveston, Regulating Digital Markets, 13 N.Y.U. J.L. & BUS. 33 (2016) [hereinafter 

Digital Markets]; Rory Van Loo, Rise of the Digital Regulator, 66 DUKE L. J. 1267 

(2017) [hereinafter Digital Regulator]. 
35 See Failure of Mandated Disclosure, supra note 34, at 64; BEN-SHAHAR & 

SCHNEIDER, supra note 34, at 185–190 (describing markets’ uses of aggregating 

recommendations). 
36 See Digital Markets, supra note 34, at 85–86 (laying out the case for a centralized 

portal, which would be facilitated by the government to provide consumers with 

credence data and allowing consumers to have input on the data that goes into the 

portal). 
37 See Digital Regulator, supra note 34, at 1284–1285 (differentiating private versus 

public as who owns and operates the intermediary, not the source of the data). 
38 See id. at 1323 (advocating for transparency and disclosure among governmental 

and private intermediaries, which would provide for “democratic enforcement”). 
39 Id. at 1297–1301 (proffering the Affordable Care Act’s online health-insurance 

exchange as a case study of a public digital intermediary presenting information to 

allow consumers to choose healthcare based on specific needs, but noting despite the 

various information presented, educated consumers had difficulty using the 

marketplace). 
40 Id. at 1285, 1289–91 (considering the barriers digital intermediaries face due to 

the difficulty of obtaining information, mandatory government disclosures, and 

misperception by consumers creating a gap in consumer information especially since 
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contributes by offering a framework for a solution, suggesting that the 

information gap be filled by making use of the advantages of online 

connectivity to encourage a market-based solution supervised by the 

public regulator, and by proposing guidelines of implementation.41 

 

II. The Economics of Information & E-commerce 
 

The economic literature often discusses perfect competition, 

which is claimed to be pareto efficient—that is, all resources are 

allocated so that all individuals or preference criteria are better off.42  

Perfect competition is claimed to materialize when individuals have 

perfect and complete information.43  In reality, information is often 

missing.  Information insufficiency is a condition in which all parties 

have insufficient information and no party enjoys an advantage.44  

Information asymmetry is a condition in which one party has more 

information and therefore an advantage.45  Information asymmetries 

                                                                                                                 
digital intermediaries guard their algorithms which prevents consumers from 

knowing more about their pricing process). 
41 Id. at 1310, 1327 (suggesting administrative agencies, like the Federal Trade 

Commission, take the lead in overseeing the regulation of digital intermediaries after 

a holistic legal framework focusing on mandated disclosures, antitrust and consumer 

protections, is in place). 
42 See Jim Chappelow, Pareto Efficiency, INVESTOPEDIA (Sept. 25, 2019), archived 

at https://perma.cc/E2AG-TMZT (stating that pareto efficiency is an economic state 

where resources cannot be reallocated to make one individual better off without 

making at least one individual worse off, and thus, resources are allocated in the most 

efficient manner); see also BAR-GILL, supra note 25, at 16 (declaring that even 

perfectly competitive markets can fail due to externalities, asymmetric information 

or misperception and bias). 
43 See INES MACHO-STADLER & J. DAVID PEREZ CASTRILLO, AN INTRODUCTION TO 

THE ECONOMICS OF INFORMATION: INCENTIVES AND CONTRACTS 23–27 (Oxford 

University Press, 2d ed. 2009) (laying out the characteristics of the Pareto Optimum). 
44 See id. at 8, 17–33, 55; see also Herbert A. Simon, Theories of Bounded 

Rationality, in DECISION AND ORGANIZATION 161, 163 (North-Holland Pub. Co. 

1972) (indicating the limits of one’s rationality in decision-making can arise from 

information insufficiency based on the actor’s assumption that he has perfect 

knowledge of a matter when he does not, but noting that these limits can be 

accounted for in decision-making models). 
45 See MACHO-STADLER & CASTRILLO, supra note 43, at 3–4 (defining information 

asymmetry); see also Friedrich August Hayek, The Use of Knowledge in Society, 35 

AM. ECON. REV. 519, 519 (1945) (emphasizing that if one party has information and 

therefore an advantage, that party should use the information if the decisions 

depending on this information is left up to that party); George J. Stigler, The 
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lead to adverse selection or moral hazard problems, and thereby, harm 

the market.46  Information insufficiency and information asymmetry 

may result from the following boundaries to rationality.  Risk and 

uncertainty is a situation in which a variable is unknown and cannot 

be known by either party, incomplete information is a situation in 

which the party to the transaction is not familiar with available 

information, and complexity is a situation in which an individual 

experiences difficulty in calculating all variables into an optimized 

decision.47 

Under regular circumstances, the seller, or service provider—

who is engaged on a daily basis with supplying the product—is most 

familiar with the product or service provided and is better equipped to 

face the field’s complexity.48  By contrast, for the average consumer 

making a purchase, acquiring and calculating all relevant contract 

information may be costly, and at least in daily, small transactions, not 

cost-effective.49  The consumer may be perfectly rational in not 

                                                                                                                 
Economics of Information, 69 J. POL. ECON., 213, 220 (1961) (stating that knowing 

information over competitors is like having a monopoly); George A. Akerlof, The 

Market for “Lemons”: Quality Uncertainty and the Market Mechanism, 84 Q. J. 

ECON. 488, 489 (1970) (defining information asymmetry as “for the sellers now have 

more knowledge about the quality of a car than the buyer”); Michael Spence, Job 

Market Signaling, 87 Q. J. ECON. 355, 356 (1973) (describing how information takes 

time to receive, through training and education). 
46 See MACHO-STADLER & CASTRILLO, supra note 43, at 9–11 (listing problems that 

result from information asymmetry); see also Akerlof, supra note 45, at 490 

(describing how asymmetrical information can lead to a market that does not exist; 

an example is used with the supply and demand of cars). 
47 See Simon, supra note 44, at 163 (demonstrating the theories of bounded 

rationality).  See also Christine Jolls, Bounded Rationality, Behavioral Economics 

and the Law, 1 OXFORD HANDBOOK OF L. AND ECON. 60, 62 (2017) (outlining the 

categories for the boundaries to rationality). The lines between each category are 

somewhat vague, and the distinction is thus used for conceptualization rather than 

for analytical purposes.  Id. at 62. 
48 See Simon, supra note 44, at 164 (focusing on how communicational effort from 

a seller or service provider can be “transformed into a theory of optimal 

approximation); see also Spence, supra note 45, at 360 (stating how an equilibrium 

cycle of “self-confirming” helps employees become properly trained with their 

product and the field it is in). 
49 See DANIEL J. LEVITIN, THE ORGANIZED MIND: THINKING STRAIGHT IN THE AGE 

OF INFORMATION OVERLOAD, 3–4 (Dutton 2014) (noting that an excess of 
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pursuing missing information or in refraining from a complex 

decision, perhaps relying instead on heuristics and biases,50 because 

the cost of acquiring and calculating all relevant information may often 

exceed the benefits of attaining an optimized decision.51  As a result, 

the seller systematically possesses superior information relative to the 

consumer.52  Such systematic failure calls for regulatory intervention. 

In e-commerce, the information overload problem is added.53  

The need to filter, focus, and process the vast amounts of available 

information relevant for a decision might stand in the way of efficient 

decision-making.54  As famously expressed by Herbert Simon, “a 

wealth of information creates a poverty of attention.”55  The problem 

                                                                                                                 
information does not lead to the most cost effective decision); Jon Hanson & Douglas 

Kysar, Taking Behaviorism Seriously, 74 N.Y.U. L. REV. 630, 693–95 (1999) 

(explaining how manufactures explain consumers’ lack of knowledge of product 

risks). 
50 See Hanson & Kysar, supra note 49, at 640–69 (providing an overview of various 

biases affecting consumer decisions).  Among the different biases discussed, 

confirmatory bias is defined as an individual’s tendency to misread evidence as 

additional support for his or her initial belief.  Id. at 647.  Similarly, hypothesis-based 

filtering occurs when an individual interprets ambiguous data as further evidence to 

support the original assertion, which in turn strengthens the individual’s willingness 

to interpret all future evidence as supportive of his or her belief.  Id. at 650. 
51 See Jolls, supra note 47; see also BEN-SHAHAR & SCHNEIDER, supra note 34, at 

185–190. 
52 See Hanson & Kysar, supra note 49, at 693 (asserting the imbalance of power 

between imperfectly informed consumers and sellers); see also Digital Regulator, 

supra note 34, at 1276 (articulating the greatest challenge in consumer market 

regulation as the lack of information available to consumers that can enable them to 

make optimal decisions). 
53 See Rubinfeld & Gal, supra note 6, at 362 (introducing the barriers erected in e-

commerce that reinforce the consumer’s ignorance to data collection); see also 

Digital Regulator, supra note 34, at 1289 (reaffirming that online sellers use 

information overload to further ensure consumers remain misinformed, especially 

when it comes to pricing). 
54 See DAVENPORT & BECK, supra note 10, at 203 (stating that “no single technology, 

policy, or approach will suffice” to prevent information overload); see also BEN-

SHAHAR & SCHNEIDER, supra note 34, at 101–05; LEVITIN, supra note 49, at 5–6 

(describing neural fatigue resulting from trivial decision-making and how the 

culminating decision overload can yield loss of drive and unproductivity). 
55 See Herbert A. Simon, Designing Organizations for an Information-Rich World, 

in COMPUTERS, COMMUNICATIONS, AND THE PUBLIC INTEREST 40–41 (Martin 

Greenberger ed., 1971) (proposing the need to allocate consumer attention efficiently 

where there is presently an overload of information presented to the consumer). 
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of information overload is particularly prevalent in e-commerce for the 

following reasons: 

Loss of experienced agents. In some e-commerce markets, 

automatic algorithms have replaced the experienced agents who 

previously assisted consumers in the decision-making process (e.g., 

traveling agents or bankers).56  While these algorithms are useful in 

making decisions based on salient product qualities, they do not 

consider other qualities in which repeated human interactions with 

sellers is meaningful.57 

The accumulation problem.  People today are confronted by a 

huge amount of information to which they cannot fully pay attention.58  

This problem is particularly relevant in e-commerce because the 

volume of online information has grown immensely.59 

Distractions.  In e-commerce, the same devices (computers, 

tablets, or cellular phones) are used for several purposes (shopping, 

                                                                                                                 
56 See Rubinfeld & Gal, supra note 6, at 347 (illustrating how new analytical tools 

“enable algorithms to automatically ‘learn’ from past actions, creating a positive 

feedback loop”); see also DAVENPORT & BECK, supra note 10, at 4 (describing the 

attention problem today as compared to previous generations due to the increase of 

information on the Internet). 
57 See Failure of Mandated Disclosure, supra note 34, at 49 (highlighting the 

importance of human interaction related to patient treatment and specialist 

expertise); see also Gal & Elkin-Koren, supra note 9, at 318–322 (noting the benefits 

of algorithms such as avoidance of consumer bias and reduction of transaction costs).  

A limitation on algorithms involves consumer choice in situations where human 

choice would be preferable to an algorithm, such as choosing a wedding ring.  Id. at 

323. 
58 See LEVITIN, supra note 49, at 6 (noting that in 2011, Americans consumed 5 times 

more information than in 1986).  In 2009, Americans, on average, were faced with 

34 gigabytes (the equivalent of 100,000 words) of information during their daily 

leisure time.  Id.  See also BEN-SHAHAR & SCHNEIDER, supra note 34, at 95–101 

(highlighting the problematic overload of disclosures relevant to decision-making, 

ultimately leading to a lack of attention and devotion to disclosures); see also Failure 

of Mandated Disclosure, supra note 34, at 38 (describing the accumulation problem 

when “[p]eople encounter too many disclosures to be able to digest all of them”). 
59 See Michael R. Gillings, Martin Hilbert & Darrell J. Kemp, Information in the 

Biosphere: Biological and Digital Worlds, 31 TRENDS IN ECOLOGY & EVOLUTION 

180, 183 (2016) (emphasizing the rapid growth of stored digital information which 

has doubled every 2.5 years over the past several decades). 
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news, connecting with friends, etc.).60  Therefore, shopping is 

frequently interrupted, and attention is constantly shifted to other tasks 

or distractions.61 

Increase of commercial “push” information.  In e-commerce, 

more information is “pushed” towards consumers due to an increase in 

screen time.62 

Product diversity.  Markets both in the physical and in the 

cyber domain are more diverse than ever before.63  Increased product 

diversification in e-commerce is facilitated by globalization or by the 

ability to stock in warehouses overseas or produce in response to 

demand.64  This allows sellers to offer more varied stock for sale.65 

                                                                                                                 
60 See Muhammad Sarwar & Tariq Rahim Soomro, Impact of Smartphone’s on 

Society, 98 EUR. J. OF SCI. RES. 216, 216 (2013) (highlighting the common 

functionalities of smartphones).  The rise of smartphone technology has also created 

a shift in business from computers to smartphones that has further changed how 

consumers shop.  Id. at 219. 
61 See LEVITIN, supra note 49, at 5–6; DAVENPORT & BECK, supra note 10, at 114–

15 (discussing the attention-related shortcomings of e-commerce).  
62 See LEVITIN, supra note 49, at 6; Ariel Ezrachi & Maurice E. Stucke, The Rise of 

Behavioral Discrimination, 37 EUR. COMPETITION L. REV. 485, 486 (2016) 

(articulating how sellers are using big data to further inform their algorithms thereby 

ensuring that more information is delivered to the consumer); Ariel Ezrachi & 

Maurice E. Stucke, Virtual Competition, 7 J. EUR. COMPETITION L. & PRAC. 585, 585 

(2016) [hereinafter Virtual Competition] (furthering the proposition that sellers are 

taking advantage of big data to tailor their advertising and marketing to target 

consumers). 
63 See Christopher Koopman, Matthew Mitchell & Adam Thierer, The Sharing 

Economy and Consumer Protection Regulation: The Case for Policy Change, 8 J. 

BUS., ENTREPRENEURSHIP & L. 530, 540–41 (2015) (providing that the presence of 

the Internet turned out better than how traditional economists thought, by giving 

consumers more robust tools to explore information); Van Loo, supra note 16, at 

1319 (implying that the diverse cyber domain can be harmful to consumers because 

companies developed ways to manipulate consumer purchases); LEVITIN, supra note 

49, at 5. 
64 See Li, Lu & Talebian, supra note 5 (comparing the inventory costs of online 

retailers to store fronts); see also Van Loo, supra note 16, at 1269 (proving that the 

increased product diversification has led to complex marketing schemes). 
65 See Li, Lu & Talebian, supra note 5 (stating that the online retail model is more 

profitable than the traditional retail model when variants, such as store traffic, 

increase); see also Algorithms and bias: What lenders need to know, WHITECASE 

(Jan. 20, 2017), archived at https://perma.cc/BQW5-BBVW (adapting retail 

practices to the lessons learned from the 1987 “Black Monday” stock market crash). 
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Appearance of new products.  E-commerce has led to the 

creation of new products that were not available in brick-and-mortar 

markets, such as private accommodations available through Airbnb.66 

Uncertainty as to applicable law.  In e-commerce, the law 

applicable to the transaction may be unknown because even in cases 

of lower value products or services, the transaction may be with a 

foreign party or subject to a long, complicated standard contract that is 

rarely read.67 

To conclude, information overload and complexity constitute 

particularly acute challenges in e-commerce, rendering it difficult for 

a prudent consumer to consider all the factors that may be relevant for 

a decision.68  The next section examines which information is truly 

                                                                                                                 
66 See BERNARD MARR, BIG DATA IN PRACTICE: HOW 45 SUCCESSFUL COMPANIES 

USED BIG DATA ANALYTICS TO DELIVER EXTRAORDINARY RESULTS 10 (Wiley, 1st 

ed. 2016) (asserting that brick-and-mortar retail may be seen as low tech but have 

comparable sales to their flashy counterparts); see also Quarterly Retail E-commerce 

Sales, supra note 2 (showing the steady increase in e-commerce retail sales). 
67 See MICHAEL N. SCHMITT ET AL., TALLINN MANUAL 2.0 ON THE INTERNATIONAL 

LAW APPLICABLE TO CYBER OPERATIONS (Cambridge Univ. Press, 2d ed. 2017); 

Jonathan Spencer Barnard, A Brave New Borderless World: Standardization Would 

End Decades of Inconsistency in Determining Proper Personal Jurisdiction on 

Cyberspace Cases, 40 SEATTLE U. L. REV. 249, 252 (2016) (establishing which laws 

apply in cyberspace that are still being developed).  See also LEVITIN, supra note 49, 

at 99; Florencia Marotta-Wurgler, Are “Pay Now, Terms Later” Contracts Worse 

for Buyers? Evidence from Software License Agreements, 38 J. LEGAL STUD. 309, 

311 (2009) (comparing different types of contracts used by companies and how they 

display their terms to consumers); Shmuel I. Becher & Tal Z. Zarsky, Online 

Consumer Contracts: No One Reads, but Does Anyone Care?, 12 J. REV. L. STUD. 

1, 1 (2015) (examining possible alternatives that have replaced the standard form 

contract); Florencia Marotta-Wurgler, Even More Than You Wanted to Know About 

the Failures of Disclosure 3 (N.Y. U. L. & ECON. WORKING PAPERS 2014) 

[hereinafter Failures of Disclosure] (alleging the minimal probability of reading 

EULAs despite requiring consumers to click “I agree”); Florencia Marotta-Wurgler, 

Will Increased Disclosure Help? Evaluating the Recommendations of the ALI’s 

“Principles of the Law of Software Contracts,” 78 U. CHI. L. REV. 165, 168 (2011) 

(claiming that only a low number of consumers read EULAs because they typically 

have 2,300 words and contain complex language).  See also BEN-SHAHAR & 

SCHNEIDER, supra note 34, at 46, 67−68. 
68 See Shlomit Azgad-Tromer, The Case for Consumer-Oriented Corporate 

Governance, Accountability and Disclosure, 17 U. PA. J. BUS. L. 227, 261 (2014) 

(expounding how sellers purposefully obscure product information available to 
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available and which is absent in the online sphere and the readiness of 

tools that help navigate the existing information.  

 

III.  Learning About Product Qualities Online 
 

While the information era appears to be characterized by an 

increase in the availability of information about products sold both 

online and in brick-and-mortar stores and information is organized 

such that the consumer can search for, compare, and select products in 

an instant, a closer look reveals a more complex situation in which 

important aspects of product information cannot be obtained online.69  

To make its argument, this section employs a distinction created by 

Nelson and by Darby and Karni of three types of qualities—search 

qualities, experience qualities, and credence qualities—and elaborates 

on the information discovery factor associated with each of them. 70   

Search qualities are qualities that can be discovered through a 

search prior to purchase, such as price, product size, color, or other 

                                                                                                                 
consumers by using boiler plate terms and standard form contracts to create 

information overload and complexity in the consumer product market).  Examples 

of the acute challenges posed by the added complexity and information overload 

include, segmentation of consumers and price discrimination; stabilization of cartels 

and obstruction of competition; concealment of the true nature of the consumer 

contract; and a signal of non-negotiability.  Id. 
69 See Koopman, Mitchell & Thierer, supra note 63 (reporting consumers use the 

Internet to share economic services because the online network offers greater 

convenience, better prices, and higher quality); see also Digital Markets, supra note 

34, at 48−49 (asserting that expansion of the internet and social media created an 

environment where consumers have increased access to information).  Online 

retailers present product information in an organized, consumer-friendly format.  Id 

at 48. 
70 See Phillip Nelson, Information and Consumer Behavior, 78 J. POL. ECON. 311, 

317 (1970) (noting how for any market good, “the consumer has a choice between 

searching or experimenting to obtain information about the good's qualities”).  See 

also Darby & Karni, supra note 20, at 68 (indicating that in order to conduct a 

consumer analysis three categories of qualities which must be evaluated).  The first 

category is search qualities which are qualities that can be ascertained in the search 

process prior to purchase.  Id.  The second category includes experience qualities, 

which are qualities that consumers discover only after they purchase and use the 

product.  Id.  Third, are credence qualities which are difficult to judge because they 

arise whenever a good is utilized either in combination with other goods of uncertain 

properties or in a production process in which output is stochastic.  Id. at 69. 
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external details.71  With these qualities, the key problems are those of 

selection: choosing which product to buy.72 In the online sphere and in 

e-commerce, information availability relating to search qualities has 

largely improved.73 

Experience qualities are characteristics that can be discovered 

only after purchase and consumption (standard examples include 

satisfaction with a restaurant dinner or a show at the theater; while a 

taste or a trailer may reduce misinformation, the full experience can 

only be attained after consumption is complete).74  Typically, the 

consumer attempts to acquire information relating to these qualities 

based on his or her past experience with the seller or similar products, 

or from the seller’s reputation—thereby building on other consumers’ 

experiences.75  Importantly, the element of discovery for experience 

qualities varies with the duration of the full consumption experience.76  

For example, a consumer will know right away whether he or she 

                                                                                                                 
71 See Nelson, supra note 70, at 312 (contending that search qualities encompass any 

way in which consumers evaluate product options, provided that the consumer 

inspects the option and that the consumer’s inspection occurs prior to the purchase). 
72 See Caswell & Mojduszka, supra note 166, at 1249 (highlighting the primary issue 

for search qualities is product selection, regarding the quality and diversity of the 

good); see also Andersen & Philipsen, supra note 19, at 2 (explaining that the choice 

between products “is influenced by the available information channels and the 

related uncertainty of information concerning different quality characteristics”). 
73 See Sonja Grabner-Kraeuter, The Role of Consumers’ Trust in Online-Shopping, 

39 J. BUS. ETHICS. 43, 46 (2002) (describing how e-commerce has expanded search 

qualities by creating strategies to search for information and strategies to substitute 

information, thus allowing consumers to use these different search strategies for 

specific transactions in order to reduce uncertainty). 
74 See Andersen & Philipsen, supra note 19, at 2 (defining experience 

characteristics).  
75 See id. (noting how past experience “provides input to the decision making about 

repeated purchases”); see also Henry N. Butler & Jason S. Johnston, Reforming State 

Consumer Protection Liability: An Economic Approach, 2010 COLUM. BUS. L. REV. 

1, 61–62 (2009) (arguing that “the ability of repeat customers to punish sellers who 

have deceived them by simply taking their business elsewhere is indeed a market 

force favoring high-quality experience goods and deterring deceptive claims about 

such goods”). 
76  See Butler & Johnston, supra note 75, at 60 (highlighting that market power for 

certain goods depend crucially on how long it takes consumers to notice and learn of 

the quality of the good through consumption). 
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enjoys a yogurt but may not be able to evaluate the complete 

experience of driving a car after a short ride.77  As argued below, the 

online sphere and e-commerce substantially contribute to these 

qualities by enabling consumers to gain more information.78 

Finally, credence qualities are qualities unlikely to be 

discovered by the individual purchaser even after the purchase is made 

(such as a product’s tendency to break or the ethics of the production 

process).79  As credence quality information is more difficult to 

discover, the consumer may infer information relating to these 

qualities from the reputation of the seller or by using a third-party 

evaluator.80  However, because credence qualities are rarely revealed, 

these market mechanisms are weak.81  As a result, significant 

information asymmetries are likely, and the seller usually does not 

offer details on these qualities.82  This is why a “market for lemons,” a 

process in which high-quality products are removed from the market, 

                                                                                                                 
77 See id. at 60–61 (offering empirical evidence that shows goods such as yogurt 

require less time for consumers to learn of product quality and adjust purchases, but 

when it comes to goods that have infrequent experiences, such as car insurance, 

experiential learning does not have much of an impact on consumer buying 

behavior). 
78 See id. at 61 (arguing that consumers who take their business elsewhere to punish 

sellers who deceive them can have an effect on customer information and how other 

consumers act). 
79 See Darby & Karni, supra note 20, at 68–69 (providing the definition of credence 

qualities and how these qualities cannot be evaluated in normal use). 
80 See Andersen & Philipsen, supra note 19, at 7 (noting that suppliers have 

incentives to cheat to save on costs, hence making credence quality information 

difficult to discern); see also Butler & Johnston, supra note 75, at 62 (showing 

consumers use word-of-mouth conduits to provide each other with quality 

information, but also use third-party sources such as “Consumer Reports” and 

“Angie’s List” to help with quality determination). 
81 See Van Loo, supra note 16, at 1347 (opining that most market constraints are 

currently insufficient to protect markets from harm created by a gap between firms 

and consumers); see also Andersen & Philipsen, supra note 19, at 8 (urging 

customers to “voice” their dissatisfaction for qualities of certain goods, instead of 

just staying away from those certain goods); see also Caswell & Mojduska, supra 

note 16 at 1251 (offering that credence qualities are so rarely revealed because 

information relevant to these qualities are imperfect and affect quality markets). 
82 See Andersen & Philipsen, supra note 19, at 8 (highlighting the relationship 

between the seller and consumer, and how a sense of loyalty between one another 

often deters the consumer from seeing the true credence qualities of the preferred 

product, compared to others in the market). 
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is more prominent with respect to these qualities than to any other 

qualities.83 

Because of the high barriers to discovery, quality distinction is 

useful in guiding regulators’ decisions regarding intervention and 

mandating greater information disclosure.84  With search and 

experience qualities, market forces better uncover product 

information, and therefore, government intervention is rarely 

required.85  Conversely, with credence qualities, governmental 

intervention is usually necessary.86 

The divisions among search, experience, and credence 

qualities are best described as a continuum.87  This can be 

                                                                                                                 
83 See Akerlof, supra note 45, at 489 (discussing how certain credence qualities of 

automobiles can only be revealed after their use, and the result of the vehicles 

performance will often dictate the market composition, it’s quality, and whether the 

car will be placed back into the market again). 
84 See Muris, supra note 12, at 6 (pointing to mechanisms which allow for more 

transparency regarding infrequently purchased products which “a consumer cannot 

usually rely on personal experience to evaluate a seller’s truthfulness”).  Third-party 

evaluators, such as the Consumer Reports Magazine, provide further credence to 

goods which a consumer may purchase once every five to twenty years.  Id. at 6.    
85 See Caswell & Mojduska, supra note 16, at 1249–50 (highlighting the ease in 

assessing information regarding the food product market, which not only allows for 

more transparency on the consumers side, but this also facilitates “direct incentives 

to producers to provide the range of quality consumer are willing to pay for); c.f. 

Andersen & Philipsen, supra note 19, at 3 (contrasting those aforementioned 

assertions by explaining that the current market dynamic will make it far too difficult 

to create permanent solutions in classifying goods). 
86 See Muris, supra note 12, at 8 n.16 (discussing the reluctance of incurring costs 

that will in help to discover and reveal certain credence qualities, has provided strong 

justification for imposing governmental regulation); see also Caswell & Mojduska, 

supra note 16, at 1250–52 (explaining how governmental intervention for mandating 

further information be required is “attractive because it is a demand-level instrument, 

which may be effective in giving consumers the means for making better decisions); 

but see Darby & Karni, supra note 20, at 83 (conceptualizing the problem as one of 

intent, fraud, and honest mistake, which has led to the necessity of governmental 

intervention). 
87 See Darby & Karni, supra note 20, at 68 (highlighting the differences between 

“search” “experience” and “credence” qualities of a good); see also Butler & 

Johnston, supra note 75, at 62 (noting that certain companies “provide the 

information about product quality that is necessary for market reputation to 

discipline and restore equilibrium in consume markets for experience goods”). 
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demonstrated in the tendency of a product to malfunction.88  If the 

product has a tendency to break, a consumer may experience this 

breakdown.89  In most cases, however, an individual experience cannot 

reasonably lead to an unequivocal conclusion about the credence 

quality of a product, in this case, its overall tendency to break down.90  

However, multiple experiences of that ilk with regularly used products 

may turn the credence quality into an experience quality.91  To 

illustrate, if a computer slows down after several years of use, it may 

be classified as a credence quality breakdown; however, if the 

computer slows down after one-week use, it is unclear whether this 

feature is an experience or a credence quality.92 

Generally speaking, a product has many qualities, some from 

each category.93   Importantly, these qualities refer not only to the 

product itself, but also to the terms of the transaction in which it was 

purchased.94  For example, the price and terms of shipping are usually 

                                                                                                                 
88 See Walfried M. Lassar et al., Consumer Responses to the Timing of Product 

Breakdowns in the Presence of Manufacturers’ Warranties, 14 J. BUS. & PSYCHOL. 

355, 357 (1999) (explaining how the breakdown of a product shortly after its 

purchased will likely be blamed on the manufacturer). 
89 See id. (arguing that the main problem is associated with the manufacturer and 

consumers will likely place the responsibility and blame on them). 
90 See Nelson, supra note 70, at 316 (asserting that “if consumers sampled at random, 

the forces we have examined would have no impact on the concentration ratio in 

spite of their profound impact on elasticity of demand”).  See also Lassar et al., supra 

note 88, at 357 (suggesting that a consumer’s negative experience with a product 

malfunction can be exacerbated by imagining a positive outcome). This results in 

consumers blaming the manufacturers more for breakdowns.  Id. 
91 See Lassar, supra note 88, at 357 (speculating that a consumer’s reaction to product 

malfunctions is not related to the time of use or manner of ownership). 
92 See id. (demonstrating that defects or shortcomings in a product that occur shortly 

after purchase often negatively affects consumer’s perception of a manufacturer).   
93 See Andersen & Philipsen, supra note 19, at 2 (providing foodstuffs as a general 

example of product features and how these features fit into a trichotomy of search, 

experience, and credence characteristics).  See also Caswell & Mojduszka, supra 

note 16 (highlighting that consumers have the ability to research the attributes of 

goods and determine a product’s quality before purchase).   
94 See Andersen & Philipsen, supra note 19, at 2 (highlighting three main categories 

of products with carrying degrees of pre and post purchase costs).  One category is a 

product’s search characteristics.  Id.  This is marked by a low pre-cost of quality 

detection allowing for consumers to simply inspect goods to determine their quality.  

Id.  The next category is a product’s experience characteristic.  Id.  This is marked 

by a high-pre cost but low post-cost, as consumers can analyze the quality of a 

product after using it for some time.  Id.  The final category is a product’s credence 
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search qualities.95  A seller’s service prior to the purchase is usually 

considered an experience quality (compare a purchase in a stylish 

boutique in Manhattan’s Soho to a purchase made in Costco).96  The 

fine print in the contract, which few read, often articulating vague and 

complex terms, may be considered—as a matter of practice—a 

credence quality because the consumer is never informed of its actual 

meaning and may only need to engage with it in the case of rare and 

unexpected events.97 

According to the economic theory described in Part II, to make 

an appropriate purchase decision, the consumer must be presented with 

all relevant information; in other words, the consumer must be 

informed of all product characteristics.98  In this regard, credence 

qualities are equally important as any other product quality.99  To 

illustrate, the fact that a consumer may have trouble verifying the 

likelihood of a product breakdown does not mean that this information 

is not an important consideration.100  If the consumer could reasonably 

                                                                                                                 
characteristic.  Id.  This entails high pre and post costs which forces buyers to rely 

on things like a seller’s reputation for quality or a third–party recommendation.  Id. 
95 See Andersen & Philipsen, supra note 19, at 2 (postulating that the fixed price and 

definitive timeline of delivery make simple inspection of the best available option a 

search characteristic). 
96 See id. (highlighting that reputability or consistency of a seller’s ability to deliver 

a good or service to consumers is brought on through repeated experiences). 
97 See Andersen & Philpsen, supra note 19, at 5 (defining different sub-

categorizations of credence characteristics).  One such sub-categorization pertains to 

“hidden credence characteristics” which are not readily apparent upon any form of 

inspection from the consumer, such as the ethical process of creating the good.  Id.  

See also Caswell & Mojduszka, supra note 16 (reaffirming that credence goods 

cannot be evaluated properly by consumers posing a problem to marketers and 

regulators). 
98 See supra Part II (discussing economic theory in the context of commerce and 

information); see also Andersen & Philipsen, supra note 19, at 2 (highlighting how 

consumers use search, experience and credence characteristics to make informed 

purchasing decisions). 
99 See Andersen & Philipsen, supra note 19, at 15 (concluding that credence 

characteristics play a role in a buyer’s decision-making process); but see Caswell & 

Mojduszka, supra note 16, at 5 (arguing that credence attributes are more useful 

when they are transferred into search attributes). 
100 See Andersen & Philipsen, supra note 19, at 5–7 (offering that bad tasting pig 

meat at a party is an outlier and probability dictates that consumer perception of the 
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ascertain this information, it is likely to have been factored into the 

decision.101 

This section reviews how the digital developments described 

in the introduction changed the availability of information about each 

type of quality, and attempts to prove that there has been no substantial 

improvement with regard to information availability for credence 

qualities.  Instead, due to information overload problems, information 

relating to credence qualities has become more difficult to obtain and 

understand.102 

 

A.   Search Qualities 
 

In the brick-and-mortar economy, assessing search qualities 

requires a visit to the merchant in question to obtain information.103  

Of course, such an experience is limited to those items physically 

available in the store, and conducting an extensive market survey of 

this sort is costly (especially in regard to the consumer’s time).104  

                                                                                                                 
quality of pig meat as a whole is not changed).  See also Lassar et al., supra note 88, 

at 356–58 (stating that consumer often use various information cues to ascertain 

product quality).  Past research has demonstrated that a relatively high price, a 

reputable brand name, or a well-known store enhances consumer perceptions of 

quality and reduces their risk perceptions.  Id. at 356. 
101 See Andersen & Philipsen, supra note 19, at 2 (examining ways in which a 

consumer can ascertain information about a product); see Lassar et al., supra note 

88, at 357–58 (stipulating that consumers attribute fault to the manufacturer if the 

product breakdowns occurs shortly after purchase). 
102 See Christopher P. Furner et al., The Influence of Information Overload on the 

Development of Trust and Purchase Intention Based on Online Product Reviews in 

a Mobile vs. Web Environment: A Research Proposal, 71 WHICEB 2015 

PROCEEDINGS 245, 248 (2015) (hypothesizing that customer reviews of goods 

creates uncertainty which reduces trust in the quality of the good); see also Kazi 

Mostak Gausul Hoq, Information Overload: Causes, Consequences and Remedies, 

55–56 PHIL. & PROGRESS 50, 50–62 (2014) (outlining the effects of information 

overload and suggesting methods to curtail these effects). 
103 See Andersen & Philipsen, supra note 19 (providing that buyers must rely on 

sellers and quality control systems when assessing credence qualities of particular 

goods); see also Li, Lu & Talebian, supra note 5 (comparing traditional bricks-and-

mortar stores and online retailers and explaining the features of each). 
104 See Andersen & Philipsen, supra note 19 (detailing the types of characteristics 

that are difficult for individual buyers to observe); Akerlof, supra note 45 (utilizing 

the presence of lemons in the automobile market to exemplify the difficulty 

consumers face in identifying certain characteristics); R. Ted Cruz & Jeffrey J. 

Hinck, Not My Brother's Keeper: The Inability of an Informed Minority to Correct 
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Alternatives include price lists, product reports either in newspapers or 

on TV, and pamphlets distributed by mail or in person.105  Each of 

these options are limited in scope, and the information is difficult to 

assimilate.106 

Using the internet, search qualities for a large number of 

products can be retrieved simultaneously from multiple online 

sources.107  A consumer can use a simple textual search via a search 

engine or a more advanced search through a shopping platform, peruse 

review sites, or browse social networks.108  These sources are typically 

free and easy to access and use and provide an essentially unlimited 

amount of information that enables consumers to obtain information 

regarding more and a broader range of products at almost no 

incremental cost. 109  Even if these technological tools do not offer a 

                                                                                                                 
for Imperfect Information, 47 HASTINGS L.J 635, 643 (1995) (proffering that some 

strategies consumers may take to gain more information about a product require time, 

money or both). 
105 See Cruz & Hinck, supra note 104, at 655 (providing the example of a bank 

handing out informational pamphlets to show the ineffectiveness of this strategy); 

Gilles Grolleau & Sandoss BenAbid, Fair Trading in Markets for Credence Goods, 

36 INTERECONOMICS 208, 209 (2001) (offering consumer reports and nutritional 

labeling as methods to make consumers aware of credence characteristics). 
106 See Cruz & Hinck, supra note 104, at 655 (introducing that a bank’s effort to 

inform customers by sending informational pamphlets failed because customers did 

not read the pamphlets); Akerlof, supra note 45 (stating that strategies for informing 

buyers on credence characteristics are not as effective when buyers do not trust 

sellers). 
107 See VOGT & ALLDREDGE, supra note 3 (asserting that internet search engines are 

used by 89% of consumers to make purchasing decisions); Wayne R. Barnes, Social 

Media and the Rise in Consumer Bargaining Power, 14 U. PENN. J.B.L 661, 693–96 

(2012) (revealing that consumers now have more information available to them 

during the purchasing process and therefore are more aware of credence 

characteristics).   
108 See VOGT & ALLDREDGE, supra note 3 (providing that internet searches are a tool 

used by consumers to educate themselves before making a purchase); Barnes, supra 

note 107 (including social media in the consumer’s informational toolbox when 

assessing credence qualities); Furner et al., supra note 102, at 245 (offering that 

online review sites are one of the most influential information sources for consumers 

when making an online purchase). 
109 See Calo, supra note 26, at 1008 (affirming that big data creates solutions to solve 

the confusion madness surrounding the complex overload of internet information on 

consumers).  Behind this interface, smart algorithms structure and analyze the 
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comprehensive solution, the search process is already greatly reduced 

to the specific information not available online.110 

Improvements in the ability to access and process information 

regarding search qualities is in the common interest of sellers, website 

operators that desire traffic, and users who desire such information.111  

Because this type of information is easily detected and verified, high-

quality and low-priced sellers set the tone: If either low-quality or 

high-priced sellers do not include this information from their offer, the 

consumer assumes that it is to his or her detriment, and sales decline.112  

With substantial competitive pressure to stand out from the many 

products sold, sellers are forced to improve their proposal as 

information platforms and high-quality sellers continue to push search 

quality information towards consumers.113  As is later argued, there is 

                                                                                                                 
otherwise chaotic information collected, to assist consumers in processing 

information.  Id.  See also Helveston, supra note 13, at 896 (describing factors of 

information that can lead to personal bias of information collected and presented to 

consumers); see also PATTERSON, supra note 16, at 44 (describing the “practice of 

discrimination through the provision of different information, rather than through the 

charging of different prices”); see also Shara Monteleone, Addressing the ‘Failure’ 

of Informed Consent in Online Data Protection: Learning the Lessons from 

Behavior-Aware Regulation, 43 SYRACUSE J. INT'L L. & COM. 69, 100 (2015) 

(reminding that information overload can impact decision making). 
110  See Li, Lu & Talebian, supra note 5 (describing that it may be difficult to convey 

product’s sensory characteristics, such as a garment’s feel or shade of color).  One 

of the following problems can occur: (a) this particular difficult-to-describe product 

quality will not be described online; (b) the product description in these qualities may 

not be completely accurate. Since the accuracy of description can only be verified 

after consumption, it can be argued that in e-commerce, some search qualities are 

becoming experience qualities.  Id.; see also Stacy-Ann Elvy, Contracting in the Age 

of the Internet of Things: Article 2 of the UCC and Beyond, 44 HOFSTRA L. REV. 

839, 839 (2016) (identifying the “global phenomenon of the Internet of Things 

(“IOT”) and its potential impact on consumer contracts for the sale of goods”). 
111 See Elvy, supra note 110, at 880 (highlighting a study conducted of end user 

license agreements and their impact on website traffic); see also MEASURING THE 

DIGITAL ECONOMY, supra note 4, at 22 (indicating that increased website traffic 

improvements provide for great opportunities for website operators).  
112 See Lassar et al., supra note 88, at 356–57 (noting big data sales tactics impact 

consumer warranty risks that can ultimately lead to a decline in sales); see also 

Failures of Disclosure, supra note 67, at 11–12 (identifying the bias risk that can 

come from big data and the IOT when it comes to consumer warranties). 
113 See Darby & Karni, supra note 20, at 68 (affirming the intense pressure sellers 

face to improve their sales tactics as more quality information gets pushed to 

consumers).  Free competition and competitive markets allow for a sufficient 
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no similar alignment of interests with credence qualities.114  Compared 

to offline commerce, the introduction of online commerce has led to a 

proliferation of search quality information and has improved the 

acquisition and processing of search quality information.115  

 

B.   Experience Qualities 
 

In the brick-and-mortar economy, external information relating 

to experience qualities is derived from a limited number of sources, 

chief among them reviews written by specialist critics and published 

in designated columns and word-of-mouth reviews.116  The internet 

offers an improvement by making the voices of many individuals 

heard in a relatively easy and nearly costless form that is immediately 

accessible to other users.117  Although false reviews are a concern,118 

                                                                                                                 
prevention of fraud because of the effect of future sales will lead to the eventual 

discovery.  Id.  See also Muris, supra note 12, at 2–3 (describing that consumers are 

venerable due to insufficient market forces and the ineffectiveness of common law, 

and that the FTC must preserve seller competition and while protecting consumers). 
114 See Darby & Karni, supra note 20, at 68–69 (differentiating how credence 

qualities do not align with search qualities when it comes to preserving seller 

competition and consumer protection); see also Andersen & Philipsen, supra note 

19, at 5 (analyzing credence qualities characteristics in which effect consumer 

decision making). 
115 See Li, Lu & Talebian, supra note 5, at 5 (comparing the different types of 

retailing models through a variety of studies that include factors such as consumer 

search and endogenous pricing). 
116 See Butler & Johnston, supra note 70, at 62 (highlighting that reputational 

information, reviews, or word-of-mouth communication through sources such as 

“Consumer Reports” provide a way for future buyers to vet potentially deceptive 

sellers); see also Li, Lu & Talebian, supra note 5, at 1 (noting that retailers face a 

key challenge in determining whether they will use clicks or the brick-and-mortar 

strategies). 
117 See VOGT & ALLDREDGE, supra note 3, at 6 (revealing that almost “two-thirds of 

consumers now use their smart phones to obtain information about products,” and as 

a result access to information is readily available to many users); see also Butler & 

Johnson, supra note 75, at 62 (demonstrating that as a result of this demand for 

information, sources such as “Consumer Reports” and “Angie’s List” have emerged 

that provide consumers with information about sellers).  
118 See LEVITIN, supra note 49, at 5; Failures of Disclosure, supra note 67; Becher 

& Zarsky, supra note 67, at 11; PATTERSON, supra note 16, at 157 (discussing the 

exclusionary effects of false information). 
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it is mitigated by a reviewer’s interest in his or her personal reputation 

for accuracy, by the abundance of reviews, and by some efforts of 

information platforms in verifying the information.119 

Again, the problems of information overload introduced in Part 

II become relevant, and as with search qualities, helping consumers 

acquire more information about experience qualities is of mutual 

interest to high-quality sellers, consumers, and information 

platforms.120  Since experience qualities, like search qualities, are 

easily verifiable, a low-quality seller cannot ignore the free-market 

pressure to disclose.121  The low-quality producer must either improve 

the product or lose sales.  Consistent with this market dynamic, two 

solutions have developed sua sponte in many markets to facilitate the 

review of experience qualities information: (1) websites offering a 

ranking-based system across categories, which facilitates the 

processing of information as compared to the processing of free-form 

textual reviews and (2) online communities allowing their users to seek 

the wisdom of the crowd by properly articulating a question, thereby 

soliciting relevant feedback on particular products or services. 

 

C.   Credence Qualities 
 

Unlike search or experience qualities, credence qualities are 

not uncovered by a single user in a systematic manner, even after 

prolonged consumption, and therefore, information asymmetries are 

                                                                                                                 
119 See Failures of Disclosure, supra note 67, at 8 (stating that false reviews are a 

concern, for conditions necessary for effective disclosure regulation are not always 

met and opinions are not always informed); see also Becher & Zarsky, supra note 

67, at 11 (illustrating that user generated sources are often clouded with noise and 

false reports that fuel bias).  See also Digital Markets, supra note 34, at 57–64 

(insisting that review firms could impact the trustworthiness of reviews by 

conducting themselves in a manner similar to that seen in Levitt v. Yelp! Inc.); see 

also Elvy, supra note 110, at 880 (referencing the suit against Angie's List “for fraud, 

breach of contract, and unfair trade practices because of its alleged pay-to-play 

review manipulation”); PATTERSON, supra note 16, at 11 (describing the Amazon-

Hachcette dispute). 
120 See DAVENPORT & BECK, supra note 10, at 203 (listing ways that managers can 

mediate the effects of information overload); Nelson, supra note 70 (describing 

search and experience qualities as they pertain to information overload). 
121 See Lassar et al., supra note 88, at 357 (implying that low quality sellers have a 

cost in the information environment to not disclose, leading to fewer sales). 
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exacerbated.122  Credence qualities can take many forms and were 

categorized according to four types of characteristics by Andersen and 

Philipsen.123 

Hidden credence characteristics refer to information about the 

production process that does not manifest itself on the purchased good 

in regular use (e.g., ethical characteristics of the production 

process).124 

Standardized credence characteristics concern the standards 

the product is claimed to meet but that the consumer cannot verify 

(e.g., accurate labelling of production date, whether the product is 

actually safe according to all possible testing for use by children, 

etc.).125 

Stochastic credence characteristics relate to the probability of 

an experience quality materialization (e.g., the probability of a quality 

defect or product breakdown).126 

Bundled credence characteristics refer to the appropriacy of 

advice given by the seller in connection to that which is sold (e.g., a 

doctor’s advice to perform a risky surgery at the doctor’s office, a car 

                                                                                                                 
122 Butler & Johnston, supra note 75, at 63 (using examples to show information 

asymmetry).  
123 See Andersen & Philipsen, supra note 19 at 5–7 (describing the four 

characteristics of credence qualities and why they are used). 
124 See id. at 5 (listing authors’ additions to the classic “bundle” of credence 

characteristics).  One such addition is that of “hidden credence characteristics,” 

concerning ethical characteristics of the manufacturing process.  Id.; see also Clay 

Halton, Credence Good, INVESTOPEDIA, (Jul. 23, 2019), archived at 

https://perma.cc/B8BW-QBLZ (highlighting certain hidden credence qualities 

including both physician and mechanic work where the consumer may not know the 

true value of work performed). 
125 See Anderson & Philipsen, supra note 18, at 5 (stating that standardized credence 

characteristics delineate minimum standards that a good should embody but which a 

consumer cannot verify); see also PETER BOWBRICK, THE ECONOMICS OF QUALITY, 

GRADES AND BRANDS (Routledge Revivals 1992) (delineating the reality that each 

and every good produced is likely to not live up to manufacturer’s specifications and 

thus customer expectation).   
126 See Anderson & Philipsen, supra note 18, at 5 (explaining stochastic credence 

characteristics to be characteristics that consumers impute to the product based on a 

probability that those qualities exist); see also Stochastic, MERRIAM-WEBSTER, (Jan. 

5, 2020), archived at https://perma.cc/R6D6-UZA8 (defining stochastic as a measure 

involving probabilistic chance). 
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mechanic who provides both a repair service and expert advice about 

its necessity, etc.).127 

Each of these credence qualities can have a substantial effect 

on the purchase decision: The consumer may take the credence quality 

as a factor or even a sole consideration in the purchase decision (for 

example, the doctor’s medical advice for a treatment he or she sells).128  

Nevertheless, in each of these examples, product characteristics are 

difficult to uncover, either before or after the sale, so consumers cannot 

verify these characteristics with a reasonable amount of effort.129  The 

difficulty in uncovering these qualities also makes it challenging for 

third parties to fill the gaps and provide this information.130 

This Article argues that the increase of online product 

information and the growth in e-commerce has not brought about any 

significant changes to the availability of information related to 

credence qualities.  While information about credence qualities is 

uncovered from time to time in consumer reviews on information 

platforms or social networks, these exposures are sporadic and, absent 

a more systematic approach, do not have any significant value. 

Indeed, e-commerce brought with it the new ability to lodge an 

online complaint in response to disappointment from any quality, 

                                                                                                                 
127 See Anderson & Philipsen, supra note 18, at 5 (introducing bundled credence 

characteristics as occurring when provider of service also counsels on the nature of 

service necessary); Darby & Karni, supra note 20, at 69 (stating that lack of customer 

knowledge in certain fields effectively means the customer must purchase both 

advice and service, creating a credence quality due to the uncertainty of the advice’s 

truthfulness). 
128 See Anderson & Philipsen, supra note 18, at 5 (stating that credence qualities 

have a substantial effect on consumer decision making); MEN-ANDRI BENZ, 

STRATEGIES IN MARKETS FOR EXPERIENCE AND CREDENCE GOODS (Deutscher 

Universitats-Verlag 2007) (stating that consumers will purchase goods so long as the 

probabilistic utility is greater than the cost of the product, implicating the importance 

of credence qualities in purchasing decisions). 
129 See Andersen & Philipsen, supra note 19, at 7 (stating that credence qualities are 

very difficult to detect and judge by a buyer of goods as a buyer has no way to verify 

a seller’s claim, product’s reputation, or other qualities pertaining to that particular 

good); Halton, supra note 124 (explaining how credence qualities cannot be detected 

by consumers, due to the expert nature of many services which create credence 

qualities). 
130 See Halton, supra note 124 (noting that third parties have evolved to fill some 

gaps).  
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including credence qualities.131  For example, Dave Carroll, a 

Canadian guitar player, had his guitar damaged when it was loaded 

onto a United Airlines flight.132  United Airlines refused to pay for 

damages because Carroll filed his complaint more than twenty-four 

hours after the incident, which violated his contractual agreement with 

United Airlines.133  Indeed, the contractual term, plainly articulated in 

the airline’s policy, requires a claimant to file a complaint within 

twenty-four hours.134  This element of the contract could be considered 

a search quality.135  Nevertheless, in practice, standard contracts 

outlining these terms are rarely read, and unless the consumer 

encounters such a problem, he or she is unlikely to become aware of 

the contract’s terms.136  Therefore, the existence of this clause and its 

implications more closely resemble a credence than a search quality.137  

Frustrated by his discovery of this credence quality, Carroll posted a 

YouTube video entitled “United Breaks Guitars,” in which he sang his 

                                                                                                                 
131 See Wayne R. Barnes, Social Media and the Rise in Consumer Bargaining Power, 

14 U. PENN. J.B.L 661, 693–96 (2012) (arguing that consumers today enjoy a new 

bargaining power that can manifest after the transaction was made). 
132 See id. at 684 (noting that United Airlines damaged Carroll’s guitar). 
133 See id. at 697 (stating that United Airlines breached their contract with Carroll 

when they refused to pay for the guitar’s damage).  
134 See id. at 685 (describing how United Airlines policy to file a complaint is within 

twenty-four hours). 
135 See id. at 672–73 (highlighting that the contractual element could be considered 

a search quality).  
136 See id. at 669 (highlighting that psychologists believe people rarely invest in 

complete search for information when entering into a contract).  
137 See id. at 683–84 (demonstrating terms of the contract).  Passengers of United 

Airlines agree to the terms of contained in the United Airlines Contract of Carriage 

when they purchase tickets.  Id.  “Presumably unread and unbeknownst to Carroll, 

that form contract language, which United treated as agreed to by him, contained a 

provision that would come back to haunt him in his subsequent dispute with United.”  

Id.  Rule 0095 of the carriage contract provides that  

No action shall be maintained for any loss of, or damage to, or any 

delay in the delivery of any baggage, or on any other claim 

(excepting only personal injury or death), arising out of or in 

connection with transportation of, or failure to transport any 

baggage unless the claim is reported to UA within 24 hrs.  

Id. 
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complaint.138  After the video went viral, United Airlines contacted 

Carroll offering to resolve the matter.139 

Online protest may inform a larger audience of potential 

consumers as to a seller’s qualities.140  This is what happened with 

Carroll’s complaint.141  Such information may affect the seller’s 

reputation and reduce sales,142 and the larger the protest’s exposure, 

the greater the harm to a seller’s reputation.  The seller therefore has 

an increased incentive to remedy the issue or, even better, avoid the 

protest in the first place.143  Because of this dynamic, reputation is 

considered an important tool in disciplining the behavior of market 

participants.144 

                                                                                                                 
138 See sonsofmaxwell, United Breaks Guitars, YOUTUBE (Jul. 6, 2009), archived at 

https://perma.cc/VP62-SKWE.  
139 See Barnes, supra note 131, at 687–88 (stating how the music video went viral 

and in response, United Airlines contacted Dave Carroll to resolve the contractual 

dispute).  
140 See id. at 694 (explaining how social media can inform larger audiences of 

protests against companies).  
141 See id. at 683–84 (describing the attention Carroll’s song “United Breaks Guitars” 

received on Youtube).  Carroll uploaded the song on July 6, 2009 and by May 2011 

the video had garnered over 10.3 million views, thus prompting United Airlines to 

offer a resolution.  Id. 
142 See id. at 687–88 (stating that another way to frame that idea, is that improved 

knowledge on the part of the consumer will reduce the firm’s optimal level of fraud).  

See also Darby & Karni, supra note 20, at 75–77 (stating that improved knowledge 

on the part of the consumer can mitigate the level of fraud committed by a firm).  

The detection of fraud by consumers will likely result in bad word of mouth 

advertising and lack of customer repeat, however, the same consumer would apply 

if a firm’s poor business practices becomes viral.  Id. 
143 See Barnes, supra note 131, at 694 (pointing to the stories of Ann Minch and Dave 

Carroll). 
144 See Butler & Johnston, supra note 75, at 62 (discussing how a firm’s reputation 

is a “perfect discipline against low-quality or deceptive sellers” only if all 

prospective consumers have knowledge about a firm’s failure to deliver on its 

promise of high quality).  Consumer’s demand for information is satisfied by sources 

such as “Consumer Reports’ and “Angies List,” which provide information to 

consumers about sellers.  Id.  These profit-driven information intermediaries are 

necessary for market reputation and restoring the equilibrium in consumer markets 

by providing information about product quality.  Id.; see also Koopman, Mitchell & 

Thierer, supra note 63, at 541–43  (noting that reputational enforcement works by 

spreading true information about bad behavior, which causes individuals to modify 

their actions which results in the imposition of costs to those who behaved badly).  

Reputational incentives require firms to constantly find ways to satisfy rapidly 

evolving consumer demands and to gain and maintain consumer trust.  Id.  An 
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Of course, many firms try to fight this possible harm to 

reputation.  Some firms restrict the ability of consumers to protest by 

adding non-disparagement clauses to their contracts or by suing users 

who posted undesirable reviews.145  Other firms refrain from a 

systematic change in behavior and settle for an ad hoc compensatory 

remedy.146 

Even if firms were more accepting of consumer protests, it may 

not be enough to discipline them.147  As scholars have argued, online 

protest is inefficient when there are too many similar online protests 

against other sellers in the market.148  Consumer response may become 

irrational and biased149 since credence information is not 

                                                                                                                 
“informational economy with transaction costs” can play a crucial role in rewarding 

good producers and punishing poor ones.  Id. 
145 See Elvy, supra note 110, at 926 (stating that companies have tried to curb the 

increase in consumer bargaining power by restricting consumers ability to post 

negative reviews by including non-disparagement clauses in contracts, as well as 

suing consumers who have given negative reviews). 
146 See Helveston, supra note 13, at 72 (detailing that a business has the greatest 

incentive to refund when it was received low or moderate number of complaints and 

when competitors have received significantly fewer complaints).  A business may 

greatly benefit by refunding consumers while it still has a low or moderate amount 

of complaints because the costs of resolving the issue if the number of complaints 

substantially grows because the costs of addressing the problem may inflate 

substantially and, if the number of complaints reaches a certain threshold, it will 

require that the business implement a change that will affect all of its customers 

rather than “ad hoc solutions targeted at a small subset of its customers.”  Id.  

Additionally, if the business’ competitors have received a large number of 

complaints, the business’ economic incentive to respond dramatically decreases 

because they are not concerned about losing customers to them.  Id. 
147 See id. at 73 (explaining the limitations on consumer ability to protest seller’s 

credence qualities); see also Antonia Malchik, The Problem With Social-Media 

Protest, THE ATLANTIC (May 6, 2019), archived at https://perma.cc/X8AA-ZEPE 

(arguing that online protests are ineffective and essentially ephemeral because they 

are easily dismissed by large institutions they target). 
148 See Helveston, supra note 13, at 65 (pointing out the human limitations to track 

and emotionally respond to too many online protests); see also Americus Reed, When 

Do Consumer Boycotts Work?, N.Y. TIMES (Feb. 7, 2017), archived at 

https://perma.cc/K2YM-E2C3 (describing the emotional ebb and flow of support for 

consumer boycotts necessary to accomplish the fundamental goals). 
149 See Andersen & Philipsen, supra note 19 (highlighting the propensity of 

consumers to react irrationally, often with anger, when faced with uncertainty).  
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systematically exposed but instead disseminated through ad hoc 

“trouble stories”150 and not all online protesting reaches a similarly 

large audience.151 

In addition to the limitations to the exposure of credence 

qualities elaborated above, this Article argues credence qualities face 

further obstacles to penetrate online information overload and reach 

consumers. There are three key reasons for this: 

The Complexity of Credence Qualities.  Credence qualities 

tend to be too complex for their discovery to be facilitated by 

technological tools.152  First, credence qualities can manifest in 

numerous manners: For example, contractual credence qualities may 

include discriminating terms, limited liability, or unfair jurisdiction 

choice; ethical credence qualities may refer to labor law infringements, 

animal rights, or environmental effects; and stochastic credence 

qualities may relate to an almost unlimited number of breakdowns or 

safety hazards.153  As a result, reviewing and synthesizing this 

information becomes particularly challenging.154  Second, since these 

qualities are often incommensurable (e.g., is a discriminating clause 

better or worse than an unfair jurisdiction clause?), it is difficult to 

design a method in which they would be conveniently presented to a 

consumer.155 

The Reduced Incentives to Present Credence Qualities.  The 

key problem with credence qualities is that neither sellers nor 

information platforms have an incentive to post and highlight this type 

                                                                                                                 
150 See BEN-SHAHAR & SCHNIEDER, supra note 34, at 140–45, 149 (criticizing 

against disclosure is that it is imposed in response to “trouble stories,” and not a 

systematic review of the market). 
151 See Elvy, supra note 110, at 926 (pointing to attempts by sellers to limit online 

protests by removing negative information and reviews in social media); see also 

Helveston, supra note 13, at 67–68 (introducing the asymmetrical information 

capabilities of retailers, which support an information imbalance issue for online 

boycotts). 
152 See Grolleau & BenAbid, supra note 105, at 209 (exposing that most consumers 

do not have access to the costly technology necessary to fully understand credence 

qualities).  
153 See id. (offering environmentally friendly production process as an example of 

credence characteristics). 
154 See id. (detailing the difficulty consumers face in accessing credence 

characteristics). 
155 See id. (providing the example of food products to explain the difference between 

latent and manifest characteristics). 
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of information.156  As explained above, because credence qualities are 

difficult to verify, a consumer cannot distinguish high from low 

quality, even when motivated to choose between them.157  

Accordingly, due to verification challenges, high-quality sellers are 

unable to accurately detect (and moreover prove to consumers) the 

shortcomings of their rivals, and this low detection factor increases the 

incentives for both high- and low-quality sellers to describe products 

as high-quality, leading to an aggravation of the familiar “market for 

lemons,” in which products remaining in the market are all of low 

quality.158  If the intermediary platform pursues these difficult-to-

uncover credence qualities, it may irritate sellers who otherwise enjoy 

the “market for lemons” at the expense of consumers.159  At the same 

time, consumers who are unable to ascertain the accuracy of 

information, are unable to appreciate the effort required to provide this 

information.160  In sum, due to the difficulties of systematically 

uncovering credence qualities, the market’s incentives to resolve 

associated information gaps decreases.161  Therefore, online markets 

do not offer any meaningful tool to filter, synthesize, or otherwise 

publicize this information to consumers.162 

For example, in the case of difficult-to-uncover ethical 

characteristics of a product, some active non-governmental 

organizations (NGOs) and other grassroot efforts publish online 

magazines, blogs, and other information portals to increase 

                                                                                                                 
156 See id. (acknowledging the overarching issue that arises when information is only 

available to the seller).  
157 See Andersen & Philipsen, supra note 19 (explaining the difficulties consumers 

face when trying to obtain information in regard to the quality of goods).  
158 See Akerlof, supra note 45, at 490 (outlining the conditions that lead to a market 

for lemons).  
159 See Andersen & Philipsen, supra note 19, at 7 (focusing on the effect of 

intermediary platform on low-quality sellers).  
160 See Grolleau & BenAbid, supra note 105, at 209 (characterizing consumer’s 

inability to ascertain credence qualities).   
161 See Digital Regulator, supra note 34, at 1300 (explaining how the market is 

unmotivated to fix the lack of information available to consumers).  
162 See id. at 1272 (summarizing the drawbacks to facilitating product comparisons 

to help consumer decision making).  
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information on ethics.163  Indeed, such online resources increase the 

exposure of these efforts.164  However, these resources are often 

limited in their impact, as consumers are unaware of their existence or 

how to access them.165  Unlike the examples of search qualities and 

experience qualities, there is no commercial or financial incentive in 

credence qualities to push this information to the consumer.166  

Accordingly, it is the lack of alignment of incentives (rather than the 

lack of information) that leads to the absence of credence qualities in 

consumer decision making.167 

The Limited Number of Reported Events, Lost in Numerous 

Search and Experience Quality Reported Events.  Because information 

about credence qualities is rare, particularly compared to information 

about other types of qualities, it does not stand out in information 

                                                                                                                 
163 See Find Certified Products, RAINFOREST ALLIANCE (Oct. 15, 2019), archived at 

https://perma.cc/39LH-K4ZQ (offering an interactive certified products list for 

goods produced with no harm to rainforests); see also Why Fair Trade, FAIR TRADE 

USA (Oct. 15, 2019), archived at https://perma.cc/S4A3-CD2T (certifying products 

created by “responsible companies” that “empower farmers, workers, and fishermen, 

and protect the environment”); see Frequently Asked Questions, LEAPING BUNNY 

(Oct. 15, 2019), archived at https://perma.cc/DKB6-JL3V (providing products that 

do not engage in animal testing).  The work conducted by these NGOs may be 

insufficient in exposing all of the relevant credence quality information because of 

the high cost of the work and the limited range of coverable products.  See Pitfalls to 

Avoid for New NGOs, UNITE FOR SIGHT (Oct. 15, 2019), archived at 

https://perma.cc/5T5T-XXNL.  Even when such an inquiry has been made, this 

process only identifies certified products, while the status of other products remains 

unknown.  See id. (addressing the difficulty in assessing the impact of NGO 

programs due to “poor data, unclear objectives, rapidly changing circumstances, and 

poor-quality evaluations”). 
164 See Frequently Asked Questions, supra note 163 (discussing Leaping Bunny’s 

internationally recognized cruelty-free standard in conjunction with global efforts). 
165 See Stefan Ivanov et al., Fairtrade: Guarantees a Better Deal for Third World 

Producers, ERAMUS RESEARCH INST. OF MGMT. 10 (2008) (describing how lack of 

education plays into the reasoning behind buying fair trade). 
166 See Grolleau & BenAbid, supra note 105, at 209 (compared to search and 

experience qualities, credence qualities are difficult to accurately and effectively 

evaluate after purchase and consumption).  The difficulty of acquiring data on 

consumer opinions towards credence qualities means there is little incentive to push 

credence quality information to consumers.  Id. 
167 See id. at 212 (providing an example of a product that lacks incentives to 

effectively disclose credence qualities). 



______________________________________________________________________________

______________________________________________________________________________ 

 

 

2020]                              INFORMATION ASYMMETRIES IN E-COMMERCE                               35 

 

 

 

 

provided by peer-consumers.168  Indeed, at times credence qualities 

manifest themselves in consumer reviews of a certain product.169  For 

examples, some commenters may warn others against an ethical 

violation (e.g., “a friend of mine heard the boss yelling at his 

employees and humiliating them”); against a product not living up to 

its claimed standards (e.g., “I saw them changing the production labels 

so it would be sold as fresh”); or against bad advice (“that doctor 

recommended a procedure, and a second and third opinion I went to 

argued that it was completely irrelevant to my condition”).170  

However, since any of these credence qualities are rarely revealed to 

consumers, such comments are lost among numerous other comments 

related to easier-to-uncover search and experience qualities.171  As a 

result, information about credence qualities is extremely difficult to 

notice.172 

The challenge remains when the user attempts to solicit 

information from virtual communities.173  The challenge is twofold: 

(1) the inquiry process is longer and costlier and (2) not all online 

queries are noticed and receive adequate responses.174  This means that 

the ability to obtain feedback on experience qualities has increased, 

but if the answer is difficult to find (as is the case with credence 

                                                                                                                 
168 See id. at 209 (discussing the underwhelming amount of credence quality 

information available in comparison to characteristics). 
169 See id. (alluding to studies that consumers are willing to pay for credence 

attributes in certain situations).  
170 See id. at 210 (expressing examples of consumer communications which warn of 

credence qualities issues when these consumers then review those products). 
171 See id. at 209 (explaining the detection of credence qualities requires a technical 

understanding the consumer likely lacks).  Without a way to detect the credence 

quality, it is unlikely there will be a link between the expected quality and consumer 

purchase.  Id.  See also Andersen & Philipsen, supra note 19, at 2 (explaining search 

and experience qualities are easier for consumers to detect, as both are easily seen or 

experienced upon use). 
172 See Grolleau & BenAbid, supra note 105, at 209 (highlighting how the lack of 

technical expertise makes credence characteristics difficult to evaluate). 
173 See Grabner-Kraeuter, supra note 73, at 48 (explaining the similarities between 

virtual communities and real time communication). 
174 See id. (outlining challenges in relying on virtual communities). 
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qualities), the response is less likely to appear, at all or in a timely 

manner.175 

Note that this problem is more apparent with hidden credence 

characteristics, standardized credence characteristics, and bundled 

credence characteristics—all of which are uncovered only rarely.176  In 

contrast, with stochastic credence qualities, the difficulty lies in 

uncovering the probability of an experience with the product.177  As a 

result, with a large enough sample and a frequent experience, the 

probability can be exposed.178  For example, when airlines are ranked 

for their punctuality, the probability of a delay is uncovered.179  

However, a rare experience that appeared long after purchase is less 

likely to be reported and is accordingly buried among other 

experiences, and its likelihood will never be uncovered (e.g., “one year 

since the purchase, and the battery-life on this electronic device 

became very short”).180  This example demonstrates the spectrum on 

which credence and experience qualities lie.181 

When search and experience qualities are systematically 

brought to a consumer’s attention and credence qualities are not, the 

consumer is likely to forego the pursuit of credence qualities and focus 

instead on the information already provided to him or her.182  This 

challenge is exacerbated by the loss of human agents, where 

professionalism and repeated interaction with the seller could make the 

difference.183 

                                                                                                                 
175 See Andersen & Philipsen, supra note 19, at 7 (providing an example of the 

difficulty in obtaining feedback on experience qualities). 
176 See id. at 5 (defining hidden, standardized, and bundled credence qualities and 

their inability to be easily identified).  
177 See id. at 6–7 (contrasting stochastic credence qualities with the aforementioned 

credence characteristics). 
178 See id. at 10 (discussing sample size in correlation to probability).  
179 See id. at 8 (outlining how consumers will respond if the product is not to their 

satisfaction).  
180 See id. at 2 (defining the difference between experience and credence qualities). 
181 See id. (explaining consumers will look to search and experience qualities and 

draw their own conclusions when credence qualities are not brought to their 

attention). 
182 See BEN-SHAHAR & SCHNIEDER, supra note 34, at 174. 
183 See Keeping the Human Element in Customer Service While Using AI and 

Chatbots, HARVARD BUSINESS REVIEW (Sept. 11, 2018), archived at 

https://perma.cc/2ZMM-88YE (explaining consumers want to interact with human 

agents when problems are complex or confusing). 
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IV.  The Deviation from the Market: A New Credence Quality 

of E-commerce 
 

“Big data” refers to the large dataset that cannot be analyzed 

using traditional methods.184  Its substantial size is often characterized 

by the four Vs: Volume, Velocity, Variety, and Value.185  In the online 

environment in general, and in e-commerce in particular, the 

information exchanged typically satisfies these four characteristics.186  

Acquiring the desired information from these datasets requires one to 

collect, store, synthesize and analyze the data.187  Unfortunately, 

several barriers to entry impede access to big data and the process of 

analyzing it costly.188  The result is that in implementing findings from 

big data, there is an advantage for size and financial competences189 

and for frequent market players with a larger interest.190  Thus, large 

                                                                                                                 
184 See Rubinfeld & Gal, supra note 6, at 341 (explaining what the term big data 

means); James M. Tien, Big Data: Unleashing Information, 22 J. SYSTEMS SCI. & 

SYSTEMS ENGINEERING 127, 127 (2013) (explaining the tools used to analyze big 

data); James Manyika et al., Big data: The next frontier for innovation, competition, 

and productivity, MCKINSEY GLOBAL INST. 1, 13 (2011) (explaining the effective 

uses of big data to transform economies). 
185 See Rubinfeld & Gal, supra note 6, at 339; Helveston, supra note 13, at 867 

(outlining the qualities commonly cited in association with big data).  
186 See Rubinfeld & Gal, supra note 6 (highlighting that the four V’s are typically 

associated with the exchange of information).  
187 See id. at 347 (explaining that synthesizing and analyzing big data creates 

metadata); FEDERAL TRADE COMMISSION, BIG DATA: A TOOL FOR INCLUSION OR 

EXCLUSION? UNDERSTANDING THE ISSUES (FTC 2016) [hereinafter FTC BIG DATA] 

(describing the four phases of big data); Tien, supra note 184, at 1 (contending that 

collection, storing, synthesizing, and analyzing big data can overcome data quality 

issues when being acquired).  
188 See Rubinfeld & Gal, supra note 6, at 344 (highlighting challenges with access 

and analysis of big data). 
189 See MARR, supra note 66, at 54 (highlighting some small sellers invest in big data 

to improve their business operation).  Clearly such small business efforts are smaller 

than those of big companies, such as Walmart, Rolls Royce or Amazon.  Id. at 5–10, 

25–30, 287–292.   
190 See Retail Trade: Subject Series – Estab. and Firm Size: Summary Statistics by 

Concentration of Largest Firms of the United States: 2007, UNITED STATES CENSUS 

BUREAU (2007), archived at https://perma.cc/JY6Z-MRFM (providing evidence that 

in 2007, the 50 largest firms in retail trade accounted for 33.3% of sales, receipts, or 

revenue from the total).  In 2012, the percentage grew to 36.9%.  Id. 
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sellers rather than small ones, and in turn sellers rather than consumers, 

are typically the ones to utilize big data for their purposes.191 

The development of big data introduces a new credence quality 

to the economy: A seller may make accurate inferences as to each 

potential consumer or accurate inferences as to the real time state of 

the market, thereby offering a deal tailored to a consumer in real time 

that deviates from the market transaction terms that the consumer 

could otherwise receive.192  Importantly, the seller tailors the price to 

each consumer differently.193  As a result, the price becomes a quality 

of the transaction rather than a quality of the product.194  However, at 

the same time, the fact that the product price is not a constant but is 

constantly tailored and changed, as are the variables that are part of the 

price settings, is a product quality.195 

This product quality, regarding the role that big data is playing 

in the price setting, is not transparent and only takes place behind the 

scenes.196  Although the consumer is aware of the terms offered, he or 

she is not aware of the sellers’ exploitation of information to his or her 

                                                                                                                 
191 See MARR, supra note 66 (discussing Walmart, Rolls Royce, and Amazon and 

how their large business size caters to their utilization of big data for business 

purposes). 
192 See Oren Bar-Gill, Algorithmic Price Discrimination: When Demand is a 

Function of both Preferences and (Mis)perceptions, 86 U. CHI. L. REV. 1, 2 (2018) 

(detailing price discrimination practices that have arisen as a result of big data).  
193 See id. (describing the mechanisms of personalized pricing). 
194 See id. at 225 (detailing different types of information related to the transaction, 

not the product itself, that may adjust pricing, including: location, time of day, and 

purchase history).  See also MARR, supra note 66, at 268 (explaining how Uber, 

along with many other companies, uses a predictive model to create dynamic pricing 

that adjusts the cost of their products in relation to demand, time, and location). 
195 See Bar-Gill, supra note 192, at 230 (explaining that tailored pricing informs the 

consumer and can create a misperception of the product that “manifests as an 

overestimation of value or underestimation of price”).  Cost informs the consumer 

of the value of the product, in a way becoming a quality itself.  Id.  See also Andersen 

& Philipsen, supra note 19, at 2 (explaining that considering the various objective 

qualities of a product as they change over time can help in understanding the product 

as a whole).   
196 See Noah Smith, Big Data Might Lead to Higher Prices, BLOOMBERG (Mar. 9, 

2018), archived at https://perma.cc/WBD9-Y7YK (establishing a link between big 

data and higher consumer prices for reasons unbeknownst to the consumer); see also 

Calo, supra note 26, at 1003–04 (explaining that digital consumers are mediated to 

goods by technology, which can obfuscate how prices are calculated for them). 
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detriment.197  The consumer is also rarely aware of the market terms 

offered to other consumers.198  This information may never be revealed 

throughout the purchase or the complete use of the product, making 

this information a credence quality of the product.199 

This credence quality can be important to users.200  Knowing 

that the seller employs such practices, or having familiarity with other 

offers from the seller, could make the consumer more aware of the 

seller’s potential motives.201  As a result, the consumer might change 

the negotiation tactics.202  Transparency about practices on the part of 

the seller could also be a signal of the seller’s integrity.203  In addition, 

a consumer may care about this price deviation, either on principal or 

because he or she may want to attempt to purchase from another 

consumer who received a better offer (i.e., trade on the product’s price 

arbitrage).204 

The next paragraphs turn to the two key manners in which this 

new credence quality may emerge.  Indeed, these practices also exist 

in brick-and-mortar stores but have been refined in e-commerce to 

exert substantial influence using unprecedented types and amounts of 

data.205 

                                                                                                                 
197 See Calo, supra note 26, at 1038 (discussing how firms leverage information 

unbeknownst to consumers to their disadvantage). 
198 See id. (explaining that consumers are unable to tell that the ads they see are 

different from what others see). 
199 See Grolleau & BenAbid, supra note 105, at 209 (noting that market terms are 

credence qualities because a consumer cannot reference this information even after 

the product has been used extensively).  
200 See Bar-Gill, supra note 192, at 219 (giving an example of how consumers value 

market terms).  
201 See id. at 229 (inferring from misunderstandings from consumers as to total price, 

if consumers understood the pricing scheme they might understand seller 

motivations for a lower initial price). 
202 See id. (furthering the inference that consumers, when understanding seller 

motives, will change tactics with correct information). 
203 See id. at 227 (explaining that consumers will be less likely to purchase when they 

doubt the seller’s integrity). 
204 See id. (describing the effects of price discrimination from buyers who can resell 

items based on discriminated lower pricing). 
205 See id. at 226 (presenting information on both e-commerce and brick and mortar 

applications of algorithmic price discrimination).  
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Inference of Consumer Tastes and Preferences.  To better 

understand this point, the economics that underlie it are first reviewed.  

The utility function of a party to a transaction incorporates pecuniary 

parameters (monetary goals and limits, readiness to incur risks) as well 

as nonpecuniary parameters (varying goals, tastes, or preferences).206  

While sellers primarily pursue pecuniary motives, consumers have 

more varied motives.207 

In the brick-and-mortar economy, the consumer’s utility 

function—and in particular, tastes and preferences—is a parameter 

generally unknown to the seller. In e-commerce, smart algorithms can 

often detect a consumer’s personal utility function by analyzing 

previous purchases and complete browsing history.208  By reviewing 

and analyzing multiple sources of data, sellers can familiarize 

themselves with their consumer’s deepest desires and cravings—

desires of which the consumer is sometimes even unaware.209 

                                                                                                                 
206 See GEORGE A. AKERLOF & RACHEL KRANTON, IDENTITY ECONOMICS 10 

(Princeton University Press 2010) (“Utility functions have been developed to express 

a wide array of nonpecuniary tastes and preferences, such as the desire for children, 

the concern for status, and the desire for fairness and retribution.”) 
207 See Dodge vs. Ford Motor Co., 170 N.W 668, 684 (1919) (standing for the 

proposition that corporations can have varied motives in policies with respect to the 

motives of consumers)  

A business corporation is organized and carried on primarily for 

the profit of the stockholders. The powers of the directors are to be 

employed for that end. The discretion of directors is to be 

exercised in the choice of means to attain that end and does not 

extend to a change in the end itself, to the reduction of profits or 

to the non-distribution of profits among stockholders in order to 

devote them to other purposes.  

Id. at 684; see also AKERLOF & KRANTON, supra note 206, at 9–10 (discussing how 

motives and priorities vary among individuals in context of utility function). 
208 See Michal S. Gal, Algorithmic Challenges to Autonomous Choice, 25 MICH. 

TELECOMM. & TECH. L. REV. 59, 73 (2018) (explaining that, preferences are not 

retrievable, such as a consumer’s change in tastes, spontaneous and impulsive 

purchases, or the features of a consumer who less frequently uses data generating 

devices); see also Calo, supra note 26, at 1028 (claiming that firms may engage in 

practices designed to push consumers towards disclosing more information about 

themselves).  
209 See Virtual Competition, supra note 62 (explaining how sellers track and collect 

data about consumers which allows for tailored advertising); see also MARR, supra 

note 66 at 17–23, 143–48, 131–35, 272–79 (describing how Netflix, BBC, Etsy, and 

Electronic Arts use big data to tailor programming); BEN-SHAHAR & SCHNIEDER, 
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By uncovering the consumer’s utility function, sellers can 

improve their negotiation positions, isolating the consumer from the 

market and offering isolated (“just for you”) transaction terms.210  

Sellers may do this through price discrimination, refusing to sell to 

certain consumers, tailoring a product or service to each consumer, or 

exploiting consumer psychological vulnerabilities (e.g., selling 

addictive materials to an addict in a moment of weakness).211 

To be sure, each of these practices has the effect of separating 

a consumer from the market and may be viewed as a change in the 

particular product proposition.212  In offering a consumer different 

transaction terms, a seller essentially changes the product that is 

                                                                                                                 
supra note 34, at 57, 107–10; Failure of Mandated Disclosure, supra note 34, at 64 

(discussing how markets aggregate user recommendations). 
210 See MARR, supra note 66, at 27 (explaining that the sellers can also use this 

information to better design their internal production process, e.g., properly price, 

design a marketing strategy, manage inventory, or calculate the profitability of a 

business initiative).  The processes of Walmart, Rolls Royce, or Amazon do not 

create a credence quality, and therefore go beyond the scope of this article.  Id. at 5–

10, 25–30, 287–92.  See Calo, supra note 26, at 1029 (referencing objective privacy 

elements).  See also Muris, supra note 12, at 46–47 (noting the most important things 

to put on the FTC’s agenda include protection against the misuse of consumer 

information).  
211 See Van Loo, supra note 16, at 1332–33 (describing how sellers use analytics 

rather than price discrimination); Philip Hacker & Bilyana Petkova, Reining in the 

Big Promise of Big Data: Transparency, Inequality, and New Regulatory Frontiers, 

15 NW. J. TECH. & INTELL. PROP. 6, 8 (2017) (stating that sellers refuse to sell goods 

to consumers based on racial discrimination); STUCKE & GRUNES, supra note 6, at 

21 (suggesting that sellers should tailor their products to highlight a customer’s 

individuality); Calo, supra note 26, at 1010 (hypothesizing that adapting to 

consumers’ vulnerabilities can be troubling); MARR, supra note 66, at 182 (“We use 

database marketing and decision-science-based analytical tools to widen the gap 

between us and casino operators who base their customer incentives more on 

intuition than evidence.”). 
212 See Rajnish Shankhdhar & Pragyan Dangwal, Exploring Behavioral Pricing 

Practices in E-commerce, 3 INT’L J. OF HUMAN. & MGMT. SCI. 179, 179 –81 (2015) 

(discussing the advent of “behaviour-based pricing discrimination” and its effects on 

the e-commerce industry). 
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proposed.213  Such is the case with personalized pricing.214  Product 

price, which used to be a defining feature of a specific product, is 

becoming a feature of a particular transaction in e-commerce—

tailored in real time to each consumer according to the information 

collected about the consumer from online transactions or browsing 

history.215  For example, the same room in the same hotel may be 

priced differently if a consumer is on a business trip or a vacation; the 

price may also change based on whether a flight to the destination has 

been booked.216  Since personalized prices are unique to the individual, 

when the seller uses this pricing approach, a consumer is not aware of 

the prices offered to others.217  As a result, the consumer cannot tell if 

he or she is receiving preferential or discriminatory pricing.218  The 

offer of “personal” terms, deviating from market terms—or rather, 

from an “average of personal terms”—is a quality of the product that 

                                                                                                                 
213 See id. at 179 (indicating that by adjusting the cost that different consumers can 

pay for certain products based on their online personal and consumption data 

analyzed from their transaction history from their e-commerce purchases 

behavioural pricing works to separate the consumer from the market). 
214 See id. (describing personalized pricing as using consumers’ web history, social 

media presence and demographics to customize a personalized price for the 

consumer). 
215 See id. at 180 (providing examples of how consumer intelligence companies in 

the early nineties worked with brands and banks to better understand the consumer 

so as to compile consumer data that would be used by e-stores to price differently 

for different consumers); see also Oliver Hinz, et al., Price Discrimination in E-

Commerce? An Examination of Dynamic Pricing in Name-your-Own-Price Markets, 

35 MIS QUARTERLY 1, 1 (2011) (elaborating on the benefits and consequences of 

individualized pricing dynamics in e-commerce). 
216 See Shankhdhar & Dangwal, supra note 212, at 179 (explaining how prices can 

be different for different customers); see also Hinz et al., supra note 215, at 8 

(describing how price discrimination can occur in e-commerce). 
217 See Gal, supra note 208, at 88 (explaining how sellers can use technology to 

engage in price discrimination); see also Ariel Ezrachi et al., Algorithmic Collusion: 

Problems and Counter-Measures, OECD DIRECTORATE FIN. & ENTER. AFF. 

COMPETITION COMM. 1, 11–16 (2017) (describing various scenarios of simultaneous 

parallel pricing and price discrimination, emphasizing the need to properly articulate 

desired personalized pricing); see also Calo, supra note 26, at 1023–24 (explaining 

consumers and sellers will pursue their own self-interest in transacting). 
218 See Ariel Ezrachi et al., The rise of behavioral discrimination, 37 EUR. 

COMPETITION L. REV. 485, 488 (2016) (explaining consumers will not be aware if 

they are receiving discriminatory pricing); FTC BIG DATA, supra note 187, at 24 

(explaining how big data can be used by the consumer for discriminatory purposes). 
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cannot be uncovered. It is therefore a credence quality, new to e-

commerce.219 

Inference of Uncertainties Surrounding the Transaction.  

Application of big data may also reduce uncertainties surrounding a 

transaction.220  When sellers pursue information to reduce uncertainty, 

they increase the overall efficiency of the market.221  In most cases, 

this information is used by the sellers to capture a commercial 

advantage and is not shared with consumers.222  Except for the rare 

circumstance of homogeneous product markets with multiple 

transactions, new information possessed by sellers is not reflected in 

the price and is therefore not revealed to consumers through free 

market mechanisms.223 

This information asymmetry can be manipulated by sellers to 

sell low-quality products to consumers.224  For example, a gas 

manufacturer might learn that more gas will be found, and if this 

information is not yet available to consumers, the manufacturer can 

lock consumers into long-term contracts before prices decline.225  

                                                                                                                 
219 See Hinz et al., supra note 215, at 28–29 (explaining sellers can benefit from not 

disclosing the threshold price); see also Anderson & Philipsen, supra note 19, at 2–

5 (describing the various accepted credence qualities).  
220 See MARR, supra note 66, at 31–35, 75–79, 217–21, 251–54 (explaining how Big 

data is used, inter alia, to predict the probability and locus of an earthquake, to 

estimate the content of an oilfield before digging it, to decide where to plant crops 

and what fertilizer to use, to protect bank consumers against cyber fraud, and to 

evaluate consumer risks for insurance purposes). 
221 See MARR, supra note 66, at 10 (explaining how big data can be used to create a 

better experience for consumers and improve the overall efficiency of the market). 
222 See MARR, supra note 66, at 133–34 (inferring that sellers are given consumer 

data, that is not shared with consumers to capture commercial advantage). 
223 See Ian Ayres, et al., “I’ll Sell it to you at Cost”: Legal Methods to Promote Retail 

Markup Disclosure,” 84 NW. U. L. REV. 1047, 1058 (1990) (explaining an example 

of such an approach, the Efficient Capital Markets hypothesis, according to which 

stock markets are efficient enough so that share prices reflect all relevant 

information, and no trader can beat the market). 
224 See Ayres et al., supra note 223, at 1078 (explaining how sellers can manipulate 

the price of goods to their advantage). 
225 See Averitt & Lande, supra note 14, at 732 (explaining how gas manufacturers 

used knowledge of the changing gas market to lock retailors into exclusive dealings 

contracts); see also MACHO-STADLER & CASTRILLO, supra note 43, at 139–42, 164 

(theorizing an adverse selection as to the state of nature). 
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Another example is a stock trader who requests high commissions to 

bring substantial revenues when in fact the trader knows that good 

market conditions will lead to those revenues anyway.226 

It is clear from these examples that inferences as to the 

conditions surrounding a transaction can be used by sellers to improve 

their negotiation positions.  The consumer may be aware ex ante of the 

agreed-upon transaction terms and ex post of the change in 

circumstances that made the terms of that deal unattractive.227  

However, in these cases, the consumer remains unaware of the role 

played by big data in making this proposal.228  Therefore, a consumer 

will be unable to discern how much the offer that he or she received 

differs from the benchmark terms of such a deal.229 

 

V.  Policy Recommendations 
 

So, what can be done? This section reviews existing law and 

provides policy recommendations. 

 

A.   Inadequacy of Traditional Consumer Protection Laws 
 

The American system of consumer protection was famously 

described as a three-legged stool: free market, private law, and 

regulation by public agencies.230  Regulation is purported to promote 

consumer welfare “by preserving competition and protecting 

consumers.”231  Regulation of consumer protection is designed to grant 

                                                                                                                 
226 See MACHO-STADLER & CASTRILLO, supra note 43, at 51–54 (describing the 

consequences of agents deriving power from hidden information). 
227 See Averitt & Lande, supra note 14, at 732-33 (proffering imperfect information 

for consumers upon making a transaction has led to market failures and direct impact 

on individuals). 
228 See Ayres et al., supra note 223, at 1069 (providing that consumers purchasing 

cars are often unaware of data that would be helpful in negotiating a lower price for 

the vehicle). 
229 See id. (explaining many consumers are unaware of data that would show the 

details of the purchase); see also Averitt & Lande, supra note 14, at 724 (providing 

that perfect information regarding data is necessary for consumers to understand a 

product and promote perfect competition in the market). 
230 See Muris, supra note 12, at 4–5 (analogizing the parts of American consumer 

protection to a chair and listing the three parts that make it up).  
231 See id. (quoting the purpose of public agencies analogous to a third leg of the 

stool).  
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consumers free choice and allow them to better navigate markets using 

one of the three key forms: (1) mandatory disclosure, (2) a prohibition 

against unfair or deceptive acts, and (3) directly setting quality 

standards.232 

 

1.   Mandatory Disclosure 

 

Mandatory disclosure is the primary method of American 

consumer protection,233 designed to supplement information held by 

consumers, assuming that “more information is better than less.”234  It 

is imposed by numerous regulators, sometimes with overlapping 

authority.235  From federal to state regulators, and regulators 

responsible for a specific industry236 to regulators with a general 

remit,237 all can, and do, impose mandatory disclosure requirements.238  

This method was also implemented in e-commerce, for example, in the 

Restore Online Shoppers’ Confidence Act, requiring an appropriate 

notice by a website that exercises “data passing.”239 

Until almost a decade ago, the longstanding method of 

mandatory disclosure went somewhat unchallenged in scholarly 

                                                                                                                 
232 See Muris, supra note 12, at 2–3 (inferring these three key forms from the 

descriptions of the primary functions of the FTC with respect to consumer 

protection). 
233 See Failure of Mandated Disclosure, supra note 34, at 3 (identifying the role that 

mandatory disclosure plays in regulatory schemes).  
234 See id. at 4 (explaining how mandatory disclosure impacts consumers with real 

and plausible results); see also Jolls, supra note 47, at 67. 
235 See Failure of Mandated Disclosure, supra note 34, at 3 (outlining how federal 

statutes, state statutes, administrative regulations, and court rulings all stipulate 

mandatory disclosure requirements). 
236 See BEN-SHAHAR & SCHNEIDER, supra note 34, at 42–51 (presenting examples 

such as health, food & drugs, and communication). 
237 See id. (furthering examples including free trade, privacy, equal opportunities, net 

neutrality, etc.). 
238 See id. (discussing how there are a variety of different regulators that stipulate 

mandatory disclosure requirements); Failure of Mandated Disclosure, supra note 34, 

at 3 (listing the regulating entities that stipulate mandatory disclosure requirements). 
239 See 15 U.S.C. § 8402 (2019) (outlining statutory federal requirements for 

mandatory disclosure). 
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literature.240  Then, in 2011, Ben-Shahar and Schneider published a 

sharp criticism of the mandatory disclosure, claiming that it 

chronically fails to achieve its ends, incurs substantial regulatory costs, 

and is often used instead of more suitable regulatory tools.241  Ben-

Shahar and Schneider challenge the assumption that consumers are 

actually capable of acquiring, understanding, remembering, and 

analyzing the information provided to them, and they therefore claim 

that consumers do not use these disclosures.242  The cyberspace 

                                                                                                                 
240 See Failure of Mandated Disclosure, supra note 34, at 3–4 (outlining how 

mandatory disclosure regularly fails to accomplish its purpose); see also Nathan 

Cortez, Regulation by Database, 89 U. COLO. L. REV. 1, 7 (2018) (describing 

disclosure’s benefits in the areas of “autonomy, dignity, civility, community, 

citizenship, economic growth, and a variety of other virtues”). 
241 See Failure of Mandated Disclosure, supra note 34, at 4 (describing skepticism 

and criticism of mandated disclosure as part of  regulation and how it can cause more 

problems than it solves); see also BEN-SHAHAR & SCHNEIDER, supra note 34, at 7–

8, 12.  Additional scholars also share this skepticism, based on the disappointing 

experience of attempts to facilitate disclosures.  Compare Monteleone, supra note 

109, at 76–77 (suggesting that the overload of information in mandatory disclosure 

is counterproductive); with Cortez, supra note 240, at 34–35 (presenting a more—

but not perfectly—optimistic idea of attempts to simplify disclosure).  Other scholars 

do support the regime of mandatory disclosure, such as those who claim that attacks 

over all types of mandatory disclosure are too inclusive and point to the efficiency 

of this method in food labeling, particularly for those with allergies or other strict 

preferences to the content of a food product.  See Margaret Jane Radin, Less Than I 

Wanted to Know: Why Do Ben-Shahar and Schneider Attack Only ‘Mandated’ 

Disclosure? 4–7 (U. Mich. L. & Econ., Research Paper No. 14-012, 2014) (citing the 

efficiency of mandatory disclosures in food labeling); see also Failures of 

Disclosure, supra note 67 (supporting Ben-Shahar and Schneider’s analysis on 

mandatory disclosure); Ryan Calo, Against Notice Skepticism in Privacy (and 

Elsewhere), 87 NOTRE DAME L. REV. 1027, 1027–30 (2012) (emphasizing the 

importance of not rushing into abandoning disclosure in privacy). 
242 The Failure of Mandated Disclosure, supra note 34, at 40–42 (discussing the 

acquiring and lack of understanding among consumers).  Further, the mandated 

disclosure:  

[R]ests on false assumptions: that people want to make all the 

consequential decisions about their lives, and that they want to do 

so by assembling all the relevant information, reviewing all the 

possible outcomes, reviewing all their relevant values, and 

deciding which choice best promotes their preferences. These 

assumptions so poorly describe how human beings live that 

mandated disclosure cannot reliably improve people's decisions 

and thus cannot be a dependable regulatory mechanism.  
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environment exacerbates the problem of information overload.243  

Mandatory disclosure compounds this challenge and is therefore unfit 

for e-commerce purposes.244 

 

2.   A Prohibition Against Unfair or Deceptive Acts 

 

A complementary regulatory approach is a general obligation 

to trade in a “fair” manner, such as the one established in Section 5 of 

the Federal Trade Commission Actor the state laws that followed.245  

Unfortunately, actual enforcement of these laws is limited, prohibiting 

only aggressive sales techniques or unconscionable contract terms, 

when there is significant evidence of business deeds and harm to 

consumers.246  Enforcement of these laws could be used to fight 

against digital market manipulation or the abuse of consumer 

vulnerabilities and thereby secure consumer trust in the information 

supplied. 247  However, it does not protect against information 

                                                                                                                 
Id. at 38.  See also Barnes, supra note 107, at 674 (“The degree of literacy required 

to comprehend the average disclosure form and key contract terms simply is not 

within reach of the majority of American adults.”).  
243 See Failure of Mandated Disclosure, supra note 34, at 27 (explaining the overload 

effect and how many discloses have difficulty understanding it). 
244 See BEN-SHAHAR & SCHNEIDER, supra note 34, at 4 (highlighting that internet 

commerce is regulated by disclosure mandates). 
245 See 15 U.S.C. § 45 (2006) (establishing unfair methods of competition are 

unlawful and prevented by Commission in order to “prevent persons, partnerships, 

or corporations . . . from using unfair methods of competition in or affecting 

commerce and unfair or deceptive acts or practices in or affecting commerce”).  

However, mandatory conditions do not apply to foreign trade.  Id.  See also Butler 

& Johnston, supra note 75, at 5 (articulating that state consumer protection acts 

(“CPA”) “are extremely protective of consumers”).  CPAs were adopted in the 1960s 

and 1970s resulting from the “perception that the cost and complexity of the common 

law left individual consumers with no incentive to pursue small” claims.  Id. 
246 See Calo & Rosenblat, supra note 14, at 1673–75 (reasoning that although the 

FTC and states acknowledge the need for consumer protection law, there is limited 

ability to actually enforce this law); see also PATTERSON, supra note 16, at 25–31 

(highlighting deceptive trade practices such as puffing and fraud). 
247 See Van Loo, supra note 16, at 1320 (emphasizing that grocery stores, gasoline 

stations and other goods manufacturers can manipulate consumer purchases using 

behavioral biases); see also PATTERSON, supra note 16, at 13–14 (introducing the 

idea that “big data” and access to “private” consumer information plays a central role 
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asymmetries, which are the root cause of many problems discussed in 

this Article.248 

 

3.   Direct Regulation of Economic Behavior 

 

The third approach is direct regulation of economic behavior, 

such as establishing quality standards or imposing a mandatory 

condition on the transaction.249  However, direct regulation conflicts 

with free-market ideology and therefore is often considered to be 

against the public interest.250  One could argue that it also causes 

regulatory capture and rent-seeking behavior, more barriers to entry 

for new innovation and entrepreneurship, higher prices or a reduction 

in choices, and steep enforcement costs.251  Adding to these arguments, 

e-commerce is characterized by a proliferation of sellers, products, and 

services.252  Setting and enforcing an adequate standard for so many 

commodities is an even greater regulatory challenge.253  Mandatory 

disclosure, the prohibition against unfair or deceptive acts, and direct 

                                                                                                                 
in unfair consumer practices); see also Digital Regulator, supra note 34, at 1269–70 

(providing an example that laws can be used to fight against practices of intentionally 

elaborating the information offered to consumers in a manner that makes it 

impractical to read, and the laws can be used to choose price structures that make 

pricing and other qualities difficult to compare). 
248 See PATTERSON, supra note 16 at 13–14 (providing the definition of information 

asymmetry as “the difference of relative information that buyers and sellers possess). 
249 See BEN-SHAHAR & SCHNEIDER, supra note 34, at 5.  See also 16 C.F.R. § 429.1 

(2019) (defining the rule for sales to avoid transactions that “constitutes an unfair 

and deceptive act or practice for any seller”).  See also Buyer’s Remorse: When the 

FTC’s Cooling-Off Rule May Help, FTC.GOV (Aug. 2015), archived at 

https://perma.cc/9TR6-6JSR (identifying the concept of the underlying FTC 3-Day 

Cooling Off Rule, according to which, under certain circumstances, and in the three-

day period after a sale took place, the consumer can cancel a transaction engaged in 

the “home, workplace, dormitory, or at a seller’s temporary location”).  The rule does 

not apply to online shopping.  Id. 
250 See Failure of Mandated Disclosure, supra note 34, at 5, 23–24 (explaining 

mandated disclosure and how the free-market ideology pushes back against its 

goals). 
251 See Koopman, Mitchell & Thierer, supra note 63, at 534–39, (providing examples 

of how direct regulation can affect society by adding barriers to entry and higher 

costs). 
252 See Quarterly Retail E-commerce Sales, supra note 2 (defining e-commerce). 
253 See Koopman et al., supra note 72 at 532, 536, 537, 539 (discussing various 

challenges with regulations). 



______________________________________________________________________________

______________________________________________________________________________ 

 

 

2020]                              INFORMATION ASYMMETRIES IN E-COMMERCE                               49 

 

 

 

 

regulation are thus insufficient (if at all suitable) to remedy e-

commerce information asymmetries.254 

 

B.   New Cyberspace Opportunities to Emphasize Credence    

      Qualities 
 

The last subsection argued that cyberspace thwarts the 

traditional regulatory toolkit; this subsection argues that it also offers 

new opportunities to solve the credence qualities challenge.255  The 

proposal elaborated herein is to create an active community of 

consumers that allows for the systematic exchange of commercial 

credence qualities information.256  Such a community would connect 

through a regulated portal in a model resembling that of Wikipedia.257  

To be sure, the portal would not be a marketplace for the sale and 

purchase of commodities but rather an information provider.258 

By establishing and cultivating such consumer communities, 

the proposal seeks to use light regulatory intervention, which would 

allow the market function to correct the market itself while preserving 

consumer choice.259  As Eric Goldman explains, “reputational 

information acts like an invisible hand of the invisible hand . . . 

because reputational information can guide consumers to make 

marketplace choices that in aggregate enable the invisible hand.”260  

The key features of the proposal are delineated below: 

                                                                                                                 
254 See The Failure of Mandated Disclosure, supra note 42, at 58–60 (noting various 

unintended consequences that arise from mandated disclosure). Regulatory 

alternatives are also proposed to mandated disclosure.  Id. at 62–66. 
255 See Digital Markets, supra note 34, at 46 (noting opportunities gained through 

cyberspace). 
256 See Andersen & Philipsen, supra note 19, at 2 (defining credence qualities). 
257 See Digital Markets, supra note 34, at 85 (expanding on concept of centralized 

and regulated portal for communication). 
258 See Digital Regulator, supra note 34, at 1281–82 (noting the distinction between 

informers and marketplaces). 
259 See Digital Regulator, supra note 34, at 1279 (explaining how digital 

intermediaries are a light option with regulation and leave freedom for consumers). 
260 See Koopman et al., supra note 63, at 543; ERIC GOLDMAN, THE REPUTATION 

SOCIETY: HOW ONLINE OPINIONS ARE RESHAPING THE OFFLINE WORLD (MIT Press 

2011); see also Digital Regulator, supra note 34, at 1275–1280 (noting various 

factors that individuals consider when making marketplace choices). 
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1.   Regulatory Accountability 
 

In establishing a portal for communal exchange of information, 

the regulator should act in a role akin to that of Wikipedia editors: 

reviewing and editing the information provided and enforcing the rules 

of the community (e.g., no marketing content, no malicious content, 

only credence qualities information posting).261  As a matter of 

practice, the implementation of this initiative should be a federal (as 

opposed to state) effort to allow for a joint and unified approach that 

would offer the consumer a single source of information upon which 

to draw.262  The very existence of this single source would reduce the 

costs of searching for information.263  When expertise is needed, 

regulators should contribute to supervising this platform.264 

The enforcement of the portal’s rules should be automated and 

performed by smart algorithms whenever possible.265  However, 

human intervention might also be necessary.266  As mentioned, portal 

editing should be done by the regulator.267  The contribution of 

volunteer editors, like in Wikipedia, may be launched after the 

platform has been soundly established, but such editors will always be 

subject to the rules of the community as set by the regulator.268   

                                                                                                                 
261 See Digital Markets, supra note 34, at 85 (discussing online portal as a potential 

option for regulation). 
262 See id. at 85–86 (summarizing the benefits of implementing a unified approach 

through the use of an online portal). 
263 See id. at 86 (supporting the establishment of a governmental portal to reduce the 

costs of searching for information).  
264 See Digital Markets, supra note 34, at 85–86, 93 (inferring that regulation may 

be necessary with implementation of new technologies in order to encourage healthy 

markets). 
265 See Digital Regulator, supra note 34, at 1323 (highlighting how digital 

mechanisms can be used to supervise and compete in growing markets). 
266 See id. at 1310 (explaining how human intervention may be necessary to create a 

trustworthy digital source). 
267 See id. at 1324 (supporting the assertion that a more realistic policymaking shift 

should take place).  
268 See Digital Markets, supra note 34, at 47 (discussing the expansion of consumer 

access by volunteer contributions); Digital Regulator, supra note 34, at 1323 

(emphasizing the need for ongoing accountability structure). 
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There are three reasons why this portal should be established 

and maintained by a public regulator.269  First, private information 

providers do not have incentives to emphasize credence qualities and 

rarely do so.270  In the absence of a commercial player assuming this 

role, the government should step in to design and preserve this portal, 

which will focus on product credence qualities.271  Second, a public 

regulator is better suited than private firms (with private economic 

incentives) to pursue public welfare goals.272  For example, a public 

regulator is subject to public debate, while private information 

providers have no requirement to be transparent about their 

algorithms’ process of choices and display and may even be biased in 

favor of a particular seller.273  Finally, the regulator has better tools 

than a private entity to ensure the reliability for the information posted, 

verifying the content in the following manners: by establishing a 

hotline for false information, by investigating and enforcing deceiving 

reviews, by taking security measures to protect against security risks 

and bot postings, by distinguishing between anonymous and identified 

contributions, and by scoring the reviewers based on the frequency of 

erroneous or irrelevant information.274  Indeed, private platforms take 

                                                                                                                 
269 See Digital Markets, supra note 34, at 85 (“The state could use the portal itself to 

inform users about issues that it feels would be of interest to them. Alternatively, it 

could take a passive role, allowing users to produce their own content and subscribe 

to updates concerning particular issues”). 
270 See Grolleau & BenAbid, supra note 105, at 208 (expanding on how public 

authorities are better positioned to check credence characteristics); see also Digital 

Markets, supra note 34, at 84–5 (highlighting how private actors are dissuaded from 

reviewing their own practices).  
271 See Grolleau & BenAbid, supra note 105, at 213 (discussing governmental 

intervention in industries that have product credence characteristics). 
272 See Digital Markets, supra note 34, at 86 (explaining how “a governmental portal 

could reduce the impact of saliency biases as centralization would help prevent 

disproportionate amounts of attention being paid to any particular issue”); see also 

Cortez, supra note 240, at 90 (referring to how governmental databases “might be 

experiencing a major shift in the government's informational role from controller to 

facilitator”); see also Digital Regulator, supra note 34, at 1313–14 (describing the 

efforts of the regulators to fight against private digital intermediaries). 
273 See Digital Regulator, supra note 34, at 1292–93 (outlining the biases arising 

from commission variation among products). 
274 See Digital Markets, supra note 34, at 83 (calling to adopt rules mandating 

stronger disclosure of financial interests to reviewers); see also Cortez, supra note 
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action to address against these concerns as well, but the most they can 

do is remove false content. 275  The regulator has the power and tools 

to deter against such actions.276  Such reliability is of the utmost 

importance because if the portal is unreliable and fails to gain public 

trust, it cannot achieve its goals.277  Because this proposal is not one of 

direct market regulation, but rather creates a platform to facilitate the 

emergence of market-based solutions, concerns about governmental 

intervention in the market play only a peripheral role.278 

 

2.   Voluntary Contribution from Varying Sources 

 

By using an open source to which any contribution can be 

made, the platform will allow contributions from sellers, consumers, 

and grassroot organizations.279  Choosing an open-source platform will 

build on the wisdom of crowds, rather than on the elite, professional, 

and individual judgments that have historically affected reputation in 

                                                                                                                 
240, at 79–80 (arguing that governmental databases currently published should be 

labeled with special precautions about their accuracy level).  Government 

transparency can exist as relative transparency where “someone—usually the 

government or a data intermediary— ‘relates’ the data from one reporting entity to 

another for easy comparison. For example, star ratings, grades, and other distilling 

criteria essentially grade reporting entities on a curve.”  Cortez, supra note 240, at 

79–80.  See also Failure of Mandated Disclosure, supra note 34, at 38 (noting that 

the “mandated disclosure rests on the false assumptions that people want to make all 

the consequential decisions about their lives and want to do so by assembling all the 

relevant information”).  
275 See Digital Markets, supra note 34, at 84 (asserting how legislators can regulate 

“disingenuous” content). 
276 See Digital Markets, supra note 34, at 84 (noting how sanctions can act as 

deterrents against sites adding false content). 
277 See Digital Markets, supra note 34, at 86 (arguing that legitimacy occurs through 

“government-backed” sites); see also Cortez, supra note 240, at 71 (explaining the 

importance of governmental accountability to the content of databases it discloses, 

and points to pre-publication procedures or post-publication procedures for contested 

data).  
278 See Cortez, supra note 240, at 92 (reflecting how policymakers should act as data 

stewards).  
279 See Helveston, supra note 13, at 910 (calling for the support of consumer rights 

organizations that can add to the information collected by users); Cortez, supra note 

240, at 91 (quoting “the next generation of disclosure will thus be more collaborative, 

in the sense that various sectors will both contribute to and use the data”). 
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the brick-and-mortar economy.280  Importantly, if sellers specify the 

number of product units sold, consumer and grassroot reviews will be 

read in context: 1 complaint for every 10 product units does not equal 

1 complaint for every 1,000,000 units.281  Smart algorithms will be 

able to compare the data in context and give each product a “relative” 

score.282  The risk of “too much” information from sellers diluting the 

overall picture is mitigated, as false information would be removed by 

the regulator and true information would be welcome from any 

source.283  One of the criticisms of mandatory disclosure is that sellers 

resist and fail to supply required information, so if the portal results in 

greater information disclosure, then it has achieved one of its goals. 284 

                                                                                                                 
280 See Cortez, supra note 240, at 26 (arguing that agencies publish data of their 

actions and results, inter alia, to solicit comments from the public, which is framed 

in the article as crowd sourcing). 
281 See Cortez, supra note 240, at 52 (focusing on the “Consumer Product Safety 

Improvement Act” that requires the Commission to create an online database about 

“product safety incidents” from “consumers, physicians, state and local 

governments, and others”).  Complaints can be specific and once published, the data 

indicates the company’s name with a response to the complaint.  Id. at 47–48.  See 

also Digital Markets, supra note 34, at 83 (promoting state’s rules that protect 

consumers’ access to reputable information about reviews). 
282 See Algorithms and bias: What lenders need to know, WHITECASE (Jan. 20, 2017), 

archived at https://perma.cc/BQW5-BBVW (discussing the process wherein 

creditors are able to assess the creditworthiness of individuals and render them a 

certain score). 
283 See id. (discussing “proactive risk mitigation” strategies).  
284 See Failure of Mandated Disclosure, supra note 34, at 64 (arguing that collecting, 

assembling and presenting information may be costly for the sellers as well).  

Additionally, in the world of mandatory disclosure, sellers resist the mandate by 

intentionally elaborating and complicating the disclosure; by choosing an 

information structure that would make the information difficult to compare; by 

hiding important facts in fine print; or otherwise obfuscating product information.  

Id. at 10.  Empirical evidence shows, that firms indeed use these practices.  Id. at 52.  

See also Butler & Johnston, supra note 75, at 58 (describing situations that may 

trigger calls for mandatory disclosure); Van Loo, supra note 16, at 53 (highlighting 

the potential downsides of disclosure); PATTERSON, supra note 16, at 13−14 

(outlining seller’s relationship with the market as it relates to the acquiring of 

information); Yannis Bakos, Florencia Marotta-Wurgler & David R. Trossen, Does 

Anyone Read the Fine Print? Consumer Attention to Standard-Form Contracts?, 43 

J. LEG. STUD. 1 (2014) (addressing the debate regarding online contracts and whether 

they should be enforceable or subject to mandatory disclosure); Hacker & Petkova, 
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One of the key requirements for making the portal successful 

is recruiting enough contributors, especially consumers, who are 

willing to invest the time and attention necessary for its success.285  A 

voluntary contribution of time and effort towards a common good is 

not trivial, as individual contributors may be prone to inaction derived 

from rational apathy and free riding.286  This is more likely to be the 

case in latent groups, such as the entire community of consumers.287  

Indeed, consumer organizations such as the National Consumers 

League, pursuing similar goals, have seen relatively low levels of 

participation and influence.288 

The first reason for optimism is that contribution in digital 

information platforms is easy and simple, reducing the time and effort 

that an individual must invest in the old-fashioned organizations and 

therefore making it more worthwhile.289  In practice, well-designed 

digital platforms that are established to facilitate the exchange of 

information in the common interest of users, have numerous people 

join them.290  In accordance, the regulator should invest in a friendly 

                                                                                                                 
supra note 211, at 39 (offering an alternative criticism to the disclosure of individual 

information).  
285 See Digital Markets, supra note 34, at 86 (explaining how proper execution and 

maintenance of a portal heavily depends upon its ability to gain purchase with a 

substantial number of consumers). 
286 See MANCUR OLSON, THE LOGIC OF COLLECTIVE ACTION—PUBLIC GOOD AND 

THE THEORY OF GROUPS 40–41 (Harvard University Press 2002) (describing that is 

almost paradoxically essential that there will be 100 per cent participation of those 

who remain in the group because even one nonparticipant can usually take all the 

benefits); see also Michal S. Gal, The Power of the Crowd in the Sharing Economy, 

13 LAW & ETHICS HUM. RTS. 29 (2019) [hereinafter Sharing Economy] (highlighting 

how such consumer motivations do not explain how rational apathy and free riding 

problems are overcome).  
287 See OLSON, supra note 286, at 50–51 (showing that latent groups do not have 

similar incentives as general consumers).  
288 See OLSON, supra note 286, at 142, 166 (noting that less than 1% of consumers 

have joined the National Consumers League, and additionally explaining that there 

are “vast numbers” of people who have a common interest, but not organization to 

express that interest).  
289 See Sharing Economy, supra note 286, at 45–46 (opining that digital world 

reduces cost of action and increases feelings of collectivity and belonging). 
290 See Apps that are Ranking High on User Experience, VISION & SOLUTIONS, 

archived at https://perma.cc/95MD-Y3KP (explaining how apps that are 

“convenient” and “simple” to use have become increasingly popular); see also 

Global Top Sites, ALEXA, archived at https://perma.cc/VGZ4-QAPZ (detailing the 

top 500 global sites, including Google, Yahoo, and Youtube); see also Avery 
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platform and offer legal and practical assistance in clarifying 

complaints with sellers so that contribution is as costless as possible.291 

Second, the portal may create incentives for participation.292  

For example, instead of building on the individual’s inner desire to 

take part in pursuing a common interest, the regulator can create a 

mechanism of “social credit,” highlighting positive social responses to 

a contribution.293  One example is designing a virtual rewards system 

that praises outstanding contributors.294  Alternatively, if consumers 

find the portal useful for them individually, and if a condition for using 

it is a certain level of participation, then consumers are more likely to 

take the action that lets them benefit from it.295 

                                                                                                                 
Hartmans, The most downloaded iPhone app in the world right now is one you’ve 

probably never heard of, BUSINESS INSIDER (May 3, 2018), archived at  

https://perma.cc/9FQ3-LLB (explaining the most downloaded apps include: Tik 

Tok, which is been downloaded by 45.8 million users; Facebook, which has been 

downloaded by 29.4 million users; and Instagram, which has been downloaded by 

31 million users). 
291 See OLSON, supra note 286, at 175–178 (explaining how in taking these steps, the 

regulator steps into the role of a “political entrepreneur”). 
292 See OLSON, supra note 286, at 51, 72, 176 (outlining various incentives for 

participation, including holding out for a “better bargain” and insurance benefits).  

Selective incentives are only available to those who have the “capacity to be 

coercive” or have a “source of positive inducements,” which can be used to 

“mobilize” a latent group.  Id. at 133–34.  Selective initiatives could be social 

sanctions or social rewards.  Id. at 61.  Large groups with common interests who do 

not organize or lobby have no way causing improvements and do not incentivize 

participation.  Id. at 165. 
293 See Sharing Economy, supra note 286, at 46 (highlighting the modern day 

technologies that enable a mechanism for collective action); Juliet Schor, Debating 

the Sharing Economy, THE GREAT TRANSITION INITIATIVE (Oct. 2014), archived at 

https://perma.cc/3J7Y-5S36 (expanding on the concept of social capital and how the 

sharing economy creates new social capital) 
294 See Gal, supra note 286, at 46 (explaining the specific connection to social 

networks and crowd response to actions). 
295 See Schor, supra note 293 (listing examples of participatory sharing economies 

including Airbnb, Uber, labor unions, churches, cooperatives and civil society 

groups). 
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Finally, an approach that can increase success is to partner with 

grassroot organizations that serve as public stakeholders.296  Taking 

such a pluralist approach will construct the portal as a federation of 

smaller groups, using it to acquire the influence they desire.297  

Because smaller groups are more easily organized and maintained, this 

approach could boost the level of participation in the platform.298 

While the portal needs enough contributors, it does not require 

every user to contribute.  If a unified community of consumers is active 

on this portal, it will form an “informed minority,” affecting the entire 

market.299  The portal will foster the efforts of this minority and will 

also increase the exposure of its efforts so that sellers will hesitate 

before discriminating against less informed consumers.300 

 

3.   The Portal’s Structure and Design 
 

The proposal to establish a portal for credence qualities to an 

unlimited number of products triggers the concern of information 

overload.301  One approach may be to limit the type of products to 

                                                                                                                 
296 See Digital Markets, supra note 34, at 86 (“Partnering with existing consumer 

organizations would be particularly helpful in . . . [giving] the state's platform a solid 

base of initial users.”).  
297 See id. (inferring from the negative inference proposed here regarding the 

usefulness of a federated portal where not enough users gain access). 
298 See OLSON, supra note 286, at 74, 111–13 (comparing cooperative groups with 

pluralist philosophical groups like churches and labor unions and their emphasis on 

liberty and participation). 
299 See Alan Schwartz & Louis L. Wilde, Imperfect Information in Markets for 

Contract Terms: The Examples of Warranties and Security Interests, 69 VA. L. REV. 

1387, 1389  (1983) (contrasting the effect that imperfect information may have on 

consumers); BEN-SHAHAR & SCHNEIDER, supra note 34, at 188–90; see also BAR-

GILL, supra note 25, at 30 (highlighting examples against the concept of an informed 

minority); Elvy, supra note 110, at 880–81 (furthering the argument against 

informed minorities); Cruz & Hinck, supra note 104, at 636 (explaining the informed 

minority argument).  
300 See Elvy, supra note 110, at 880–81 (presenting the argument against sellers 

discriminating against less informed consumers); see also Hacker & Petkova, supra 

note 211, at 8–14, 18–19 (delineating the ways sellers discriminate against 

uninformed consumers). 
301 See Furner et al., supra note 102, at 245–46 (discussing how online consumer 

reviews are highly influential for consumers making an online purchase and how 

information overload is a phenomenon that occurs when the consumer is 

overwhelmed by the information they use to make a purchasing decision). 
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which this portal refers (e.g., only health and nutrition products).302  

This option is not advised, as it will harm the portal’s ability to become 

a one-stop shop for credence information.303 

Therefore, to avoid the problem of information overload 

discussed in previous sections, efforts must be made to facilitate access 

and assembly of information in the portal by improving information 

description, indexing, and classification.304  Indeed, with complicated 

issues, simplification may be challenging but nevertheless remains 

possible. 305 

The Wikipedia model for organizing and presenting 

information is broadly praised and is therefore recommended.306  The 

key is using appropriate product categories and subcategories, with 

                                                                                                                 
302 See Ferdinand F. Wirth et al., The Relative Importance of Search versus Credence 

Product Attributes: Organic and Locally Grown, 40 AGRIC. & RESOURCE ECON. 

REV. 48, 48 (2011) (offering an example of a narrow scope of review for an online 

survey of consumers’ perception of credence qualities); see also Dan Wang, 3 

Ecommerce Design Mistakes to Avoid, According to Science, SHOPIFY (May 13, 

2014), archived at https://perma.cc/YK5Q-HJZL (stating that when an e-commerce 

site provides less options, consumers make more purchases); Ayat Schkairy, 6 

Reasons Why Visitors Are Leaving Your E-commerce Website, INVESP (Nov. 6, 

2019), archived at https://perma.cc/D393-FN34 (proffering that having too many 

options on your website may leave guesswork to consumers thus increasing 

confusion).     
303 See FELIX GOTTSCHALK, ESSAYS ON CREDENCE GOODS MARKETS WITH 

APPLICATIONS TO HEALTH CARE AND FINANCIAL ADVICE 30 (ETH Zurich 2017) 

(exemplifying how a portal analyzing credence qualities of only one industry 

provides a limited benefit to the average consumer); Wirth et al., supra note 302 

(providing an example of another narrow credence characteristic portal that offers 

little insight to a general consumer).  These two product specific portals show that a 

consumer will need to access multiple sources in order assess credence characteristic 

for their individual needs. Compare GOTTSCHALK, supra, with Wirth et al., supra 

note 302. 
304 See Hoq, supra note 102, at 62 (Feb. 25, 2016) (analogizing traditional tools for 

bibliographic control like, cataloguing and indexing, as remedies for modern issues 

of information overload).  
305 See BEN-SHAHAR & SCHNEIDER, supra note 34, at 123–25; The Failure of 

Mandated Disclosure, supra note 42, at 45 (noting that although issue simplification 

helped healthier patients understand informed consent, issues remained in speaking 

with sicker patients).   
306 See LEVITIN, supra note 49, at 116; contra BEN-SHAHAR & SCHNEIDER, supra 

note 34, at 128. 
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suitable hyperlinks from one page to another.307  The product web 

pages should be standardized to facilitate submissions and information 

browsing.308  Under each product page, relevant parameters would be 

outlined (e.g., safety, nutrition, environmental influence, etc.), and for 

each, the portal would offer an aggregated score, a link to detailed 

comments, and a link to related complaints or court orders.309  This 

approach offers a balance between the loss of some necessary 

information and the overload problem discussed earlier. 310 

Additionally, the portal should offer smart algorithmic 

comparison tools.311  These would include friendly search tools, a 

“save for later” option, and an algorithm that facilitates a comparison 

of various pages “saved” by the consumer that can also be e-mailed for 

review.312  The site should also include a simulator, into which the 

consumer inputs preferences and which yields purchase 

recommendations, and an algorithm that alerts users to particularly 

problematic features in a product’s contract terms.313 

                                                                                                                 
307 See Vasa Hardik et al., Links Analysis of Wikipedia Documents using MapReduce, 

U. PITT., SCH. OF INFO. SCI. (Nov. 7, 2019), archived at https://perma.cc/YKW6-

L86K (outlining the ways Wikipedia uses hyperlinks to reference pages and sources).  
308 See BEN-SHAHAR & SCHNEIDER, supra note 34, at 129–31 (arguing that 

standardization will not suffice, but their examples are of very complex contracts, 

not necessarily those of the retail markets here discussed; their argument is not 

normative in nature and therefore does not supply an overall perspective for the 

problem). 
309 See id. 
310 See id.at 132–33, 135 (pointing to the particular difficulty of rating qualities). 
311 See Digital Regulator, supra note 34, at 1280 (noting how the use of digital 

intermediaries to simplify information is pervasive and heterogeneous).  

[T]hese digital tools are separate from the consumers and end 

sellers that offer some good or service. This focus means that all 

types of digital intermediaries provide algorithmic advice. The 

advice may come in subtle forms, such as the order of search 

results. Or it may be more explicit, such as recommending waiting 

to buy airline tickets based on a prediction that prices will drop. 

Id.  
312 See Hoq, supra note 102, at 61–62 (describing advanced search tools like ranking 

algorithms and data mining to customize services for users).  
313 See PATTERSON, supra note 16, at 158 (providing the possibility of using 

aggregate statistics and or the use of patterns of individual consumers to provide 

tailor-made recommendations); Marco Lippi et al., Claudette: An Automated 

Detector of Potentially Unfair Clauses in Online Terms of Service, 27 ARTIFICIAL 

INTELLIGENCE AND L. 117, 126 (2019) (explaining how algorithm can detect and 

solve unfair contract terms using machine learning and sentence-wide classification). 
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The portal should also offer tools to make information easier 

to understand.  For example, it may offer an automatic translation 

option, a supplement of “background reading” or links to “further 

notes,” or a lingual description of statistic information derived by 

narrative science tools.314  To limit the possible complexity, the portal 

should avoid the use of too many colors,315 alert sounds, or other 

visceral notices.316 

Finally, the portal should leave room for advice—a chat or 

forum option that would allow community members to connect and 

discuss purchase dilemmas. 317  While consulting a stranger over the 

internet may be less reliable than the advice of a trusted friend, by 

consulting many online “strangers,” some of whom may be identified 

and ranked, suspicion can be reduced. Another technology that should 

be used to facilitate advice functionality is a “push” notification to alert 

the consumer to any new responses to his or her query.318  A push 

option may also be desirable for time-limited alerts for certain 

parameters of a product the consumer is currently contemplating to 

                                                                                                                 
314 See BEN-SHAHAR & SCHNEIDER, supra note 34, at 87 (supporting the need for a 

tool that can translate complex terms given the general public’s lack of background 

knowledge on intricacies of disclosure terms); Failure of Mandated Disclosure, 

supra note 34, at 44 (proposing the possibility of spoken disclosures as a lingual 

description tool that can aid consumers in better understanding complex 

information); MARR, supra note 66, at 137 (identifying an already used machine-

learning procedure that can be implemented into a portal to better assist consumers). 
315 See BEN-SHAHAR & SCHNEIDER, supra note 34, at 25 (describing the critical of 

the use of presentation techniques as different fonts, bold, caps lock or colors). 
316 See Monteleone, supra note 120, at 111 (presenting the potential benefits of 

visceral notices that may be used in conjunction with other tools to create a portal 

that assists consumers in comprehending complex language); Calo supra note 26, at 

1031–47 (exploring the potential challenges to visceral notice that may arise if 

heavily relied upon in a portal). 
317 See BEN-SHAHAR & SCHNEIDER, supra note 34, at 13; Failure of Mandated 

Disclosure, supra note 34, at 66 (explaining that an aggregated experience consisting 

of a multitude of opinions will help create sophisticated purchasing decisions). 
318 See A Beginner’s Guide to Push Notifications, VWO (Nov. 12, 2019), archived at 

https://perma.cc/6UEQ-6CZ5 (defining push notifications as clickable pop-up 

messages that appear on your users’ browsers irrespective of which device they use 

or which browser they are on). 
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buy.319 Such push notifications could be desktop pop-ups, cellular 

phone notifications, or e-mails.320 

 

VI.  Conclusion 
 

This Article demonstrated that despite the tremendous growth 

of online information and the development of smart search and 

assimilation tools, a certain type of information—that is, credence 

quality information—remains absent in the online sphere.  

Additionally, this Article pointed to a new credence quality that has 

emerged that relates to a deal’s deviation from market terms.  To solve 

this problem, this Article suggested that the regulator create platforms 

for consumers who seek to connect and exchange credence quality 

information.  By establishing a portal into which various contributors 

(sellers, consumers, and grassroot organizations) could voluntarily 

share information and regulating its appropriate organization and 

presentation, the regulator would be able to facilitate access to 

carefully designed and validated information, allowing consumers to 

become better informed. 

The proposal made in this Article is, admittedly, not a silver 

bullet.  It is not expected to solve all problems associated with 

information asymmetry.  Additionally, establishing and maintaining 

such a portal may require substantial resources.  This proposal, 

however, can reduce information asymmetry in e-commerce 

transactions and also has a beneficial spillover for asymmetries in 

offline commerce.  The impact of such solutions cannot be overstated. 

E-commerce represents almost 10% of the American retail market, and 

retail products are a substantial part of American household 

expenditures and accordingly have a tremendous effect on the broader 

economy.  Additionally, studies have shown that market failures in the 

consumer sector affect lower socioeconomic individuals worst, so 

distributional considerations also call for an investment in regulating 

these e-retail markets.  In short, a step to improve information 

symmetries in e-commerce could meaningfully improve social welfare 

and justifies a commensurate investment. 

 

                                                                                                                 
319 See id. (describing the concept of retargeting customers that live items in their 

“cart” by sending an abandoned cart push notification).  
320 See id. (categorizing the three types of push notifications as “Web,” “Desktop,” 

and “Mobile App”). 


