The NET Act, Fair Use, and Willfulness - IsCongress Making a
Scar ecrow of the Law?

Brian P. Heneghan'

“We must not make a scarecrow of the law,
Setting it up to fear the birds of prey . .."
— William Shakespeare - Measure for Measure"

INTRODUCTION

On Tuesday, December 16, 1997, Presdent Clinton signed H.R. 2265, the
“No Electronic Theft (NET) Act” into law.” Big business entities including the
software, record, and movie industries, lobbied Congress to pass the NET Act
to close the “LaMacchia Loophole”® The NET Act closes the loophole by
providing criminal penalties for certain copyright infringements, even when the
infringer has no profit motive.* This statute reverses copyright policy that has
been in existence for over a century by diminating the requirement of
commercial  exploitation to trigger crimina penaties for infringement.’
Moreover, the new law is both overbroad and dangerously vague.’ It provides
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1. The Oxford Dictionary of Quotations, 686:4 (5/2nd ed. Oxford University Press 1999).

2. No Electronic Theft (NET) Act, Pub. L. No. 105-147, 111 Stat. 2678 (1997) (codified as amended in
sections 17 and 18 U.S.C.).

3. See Copyright Piracy on the Internet: Hearing on H.R. 2265 before the Subcomm. on Courts and
Intellectual Property Comm. of the Comm. on the Judiciary, U.S. 105th Congress (1977) [hereinafter NET Act
Hearing]. Witnesses speaking before the committee included: Greg Wrenn of Adobe Software and Brad Smith
of Microsoft, both spesking on behalf of the Business Software Alliance (BSA); Sandra Sellers of the Software
Publishers Association; Cary Sherman of the Recording Industry Association of America; and Fritz Attaway of
the Motion Picture Association of America. Id. See also United States v. LaMacchia, 871 F. Supp. 535 (D.
Mass. 1994). Defendant LaMacchia was a twenty-one-year-old student at the Massachusetts Institute of
Technology (MIT) who set up an éectronic bulletin board that encouraged users to post and download
copyrighted software. |d. at 536. The government’ s attempt to criminally prosecute LaMacchia under the wire
fraud statute, 18 U.S.C. § 1343, failed when the court ruled that “copyright prosecutions should be limited to
Section 506 of the Act, and other incidentd statutes that explicitly refer to copyright and copyrighted works.”
1d. a 545 (quoting Professor Nimmer, 3 Nimmer on Copyright, § 15.05 at 15-20 (1993).

4. Pub. L. No. 105-147, 111 Stat. 2678 (1997) (expanding criminal penalties to include infringement for
purposes of private “financia gain”). 1d. Financia gain is defined to include the “receipt, or expectation of
receipt, of anything of value, including the receipt of other copyrighted works.” 1d.

5. See LaMacchia, 871 F. Supp. at 539. Under the 1897 Act, the mens rea required for crimina
copyright infringement was “willful” conduct undertaken “for profit.” Id.

6. S eg.,, Net Act Hearing, supra note 3 (statement of David Nimmer, Irell & Mandla, LLP, Los
Angdes, CA, on behaf of the United States Telephone Assoc.) (expressing concern over lack of definition of
“willfully” in the text of the NET Act); Press Release, USACM, Computer Scientists Urge President Clinton to
Veto Legidation Regtricting Flow of Scientific Information (Nov. 25, 1997), at http://www.acmorg.usacrm/
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jail terms for a person who “willfully” infringes a copyrlghted work or works
which have a total retail value of aslittle as $1001." The crimina pendties are
out of proportion to the crime and ignore the inherent tension between the
rights of copyright holders and copyright users.

Copyright does not exist merely to protect intellectua property.”  As
reflected in the Constitution, the ultimate purpose of copyright legidation is to
foster the growth of learning and culture for the publlc welfare, and granting
exclusive rights to “authors’ is a means to that end.’ The NET Act and many
other recent pieces of legidation, such as the Sonny Bono Copyright Term
Extension Act, have apparently lost sight of this purpose.® The proponents of
the NET Act are dmost exclusively Iarge corporations who are justifiably
focused on protecting their investments™ Unless crimina pendties are
somehow necessary to benefit the public, the NET Act contravenes the original
intention of copyright protection.

The Net Act enjoys strong support from the Software Publishers
Association, U.S. Copyright Office, the Department of Justice, Adobe
Software, Microsoft Corporation, the Recordl ng Industry of America, and the
Motion Picture Association of America” A representative of each of these
groups addressed the U.S. House of Representatives, spesking in favor of the
Bill.” These speakers generdly engaged in flag waving speeches that in some
instances exaggerated the extent of the problem and ignored the redl problems

IP/lusacm-release-hr2265.html (visited Mar. 12, 1999) (stating USACM Public Policy Committee position that
NET Act was “poorly drafted”); Letter from AALL Washington Affairs to the Honorable Henry J. Hyde, (Oct.
3, 1997), at http://mww.ll.georgetown.edu/aallwash/It100397.html  (commenting on lack of clarity as to
meaning of “willful”).

7. SeePub. L. No. 105-147, 111 Stat. 2678 (1997) (amending 17 U.S.C. § 506(a) and 18 U.S.C. § 2319).
For an infringement consigting of “the reproduction or distribution of 10 or more copies or phonorecords of 1
or more copyrighted works” with a retail value of between $1,001 and $2,500 the jail term can be up to one
year. |d. (amending 18 U.S.C. 2319(c)(3)). An infringement of over $2,500 is deemed a fdlony and the jail
term can be up to three years. 1d. (amending 18 U.S.C. 8 2319(c)(1)).

8. SeU.S Const,, art. |, 88, cl. 8. The purpose of copyright protection isto “promote the Progress of
Science and useful Arts...." Id.

9. See eg. Feist Publications, Inc. v. Rura Teephone Serv., 499 U.S. 340, 349 (1991) (noting purpose
of copyright, not to enrich authors, but to increase knowledge of society); Sony Corp. of Amer. v. Universal
City Studios, 464 U.S. 417, 431-32 (1984) (stating private economic motivation is provided to spur creetive
effort and increase public access to works); Twentieth Century Music Corp. v. Aiken, 422 U.S. 151, 156 (1975)
(commenting private motivation must ultimately promote broad public availability of cregtive works).

10. See Sonny Bono Copyright Term Extension Act [hereinafter Bono Act], Pub. L. No. 105-298, 112
Stat. 2827 (1998) (codified as amended in scattered sections of 17 U.S.C)). This statute extends copyright
protection for existing works under copyright by 20 years. Id. a § 102. The new law has reduced access to
thousands of copyrighted works that would have otherwise entered the public domain. See Copyright's
Commons, Fighting for the Public Domain, at http://cyber.law.harvard.edu/cc/. Copyright’s Commons is one
of the plaintiffsin Eldred v. Reno, alawsuit that challenges the congtitutionality of the Bono Act. |d. Seealso
Digitd Millennium Copyright Act of 1998, Pub. L. No. 105-304, 1998 Stat. 2037 (1998). This legidation,
which was signed into law by President Clinton in October, 1998, has engendered criticism from severa
groups. See Letter from law professors to Rep. Coble (Sept. 16, 1997), at http://mww.dfc.org/dfcl/
Archives’WIPO/profltr.html (questioning new civil and crimina pendlties for circumvention of copyright
protection systems). The professors expressed concern that the law would have a chilling effect on “the very
expressive activities which copyright law is designed to encourage.” 1d.

11. SeeNET Act Hearing, supra note 3, Witness Ligt.

12. Id. These companies openly claim an ahility to influence Congress to secure protective legidation for
their business interests. See Federal, at http://mwmw.riaa.comymusicleg/mifed.htm (on file with author)
(asserting RIAA’s “influentid role” in educating and informing Congress); NET Act Hearing, supra note 3.
(statement of Greg Wrenn, Senior Corporate Counsel, Adobe Systems, Inc. on Behaf of the Business Software
Alliance) (noting BSA’sinternational public policy program promotes industry growth).

13. SeeNET Act Hearing, supra note 3, Witness Ligt.
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connected with imprisoning these non-violent offenders™ It is worth noting
that no organizations representing musicians, artists, or authors addressed the
House of Representatives concerning this bill. ™

Critics of the NET Act are mostly concerned about three specific problems.
The criminal penalty bar is set too low™, the crimina penalties are triggered by
the vague and undefined term of “willfulness”" and the effect of a fair use
defenseis unclear®. These problems combine to create alaw that could have a
“chilling effect” upon free speech.”® The NET Act has aso been criticized as
being over broad and jeopardizing people whose acts did not warrant criminal
sanction.

“Laws developed prior to consensus usudly serve
the already established few who can get them passed
and not society asawhole.”

— John Perry Barlow™

PROBLEM BEING ADDRESSED

The same technologica advances that have increased the potential value of
copyrighted material have simultaneoudly threatened to make it worthless®
The ease of making “perfect” copies has driven the level of piracy to

14. See NET Act Hearing, supra note 3 (statement of Greg Wrenn, Senior Corporate Counsel, Adobe
Systems, Inc. on Behdf of the Business Software Alliance) (using the term “ United States’ or “U.S.” in ten of
his first eleven sentences). See also id. (statement of Cary H. Sherman, Senior Vice President and Genera
Counsdl of the Recording Industry Association of America (mentioning United States, U.S., or America in
seven consecutive sentences.) Note that while testifying before Congress on September 11, 1997, Sherman
spokein favor of the NET Act, while on January 25, 1999 Sherman stated thet trying to protect music rights by
“trying to fence it in, with a confrontational piecemed legidative approach-we believe is ultimately futile, a
losing strategy.” Compareid. with NET Act Hearing, supra note 3, Statement of Sherman with Cary Sherman,
Address &t MIDEM 1999, “Protecting Music Rights in the Digital Era The U.S. Experience’ [hereinafter
MIDEM] (Jan. 25, 1999), transcript available at http://mww.risa.com/stats/press/ sherman_speech.htm (on file
with author). MIDEM is the acronym for the Society for Microeectronics, Electronic Components, and
Materids. 1d.

15. SeeNET Act Hearing, supra note 3, Witness List.

16. See NET Act Hearing, supra note 3, Statement of the Honorable Marybeth Peters, Register of
Copyrights, Copyright Office of the United States, The Library of Congress. Peters testified the Copyright
Office would prefer “to limit criminal liability for infringement without a profit motive to cases of willful
infringement that threaten to cause substantial economic harm.” Id.

17. SeeNET Act Hearing, supra note 3 (testimony of David Nimmer, Irell & Mandlla, LLP, Los Angeles,
on behalf of the United States Telephone Association) (discussing lega ambiguities flowing from lack of
definition of “willfulness’). See also Letter from the American Association of Law Libraries to Hon. Henry J.
Hyde, Chairman, House Judiciary Committee (Oct. 3, 1997), at http://www.ll.georgetown.edu/aallwash/
1t100397.html (requesting definition of “willfullly” to require“crimind intent to violate copyright”).

18. See also Letter from Dr. Barbara Simons, Chair, U.S. Public Policy Committee, Association for
Computing to President William J. Clinton (Nov. 25, 1997), at http:/mww.acm.org/usacnv| Plusacm-hr2265-
letter.html (criticizing lack of explicit recognition of fair use and requesting veto of NET Act).

19. Seeid. (describing likelihood of ingtitutiond restrictions on Internet publishing to reduce risk of
litigation). See also Dan Goodin, Scientists Want NET Law Veto, at http://mww.news.conVNews/ltem
/0,4,16814,00html 2st.ne.ni.rel (quoting opinion of law professor Pam Samuel son).

20. SeeNET Act Hearing, supra note 3 (testimony of David Nimmer, Irell & Manella, LLP, Los Angeles
on behalf of the United States Telephone Association) (opining that NET Act encompasses people whose
conduct should not lead to crimind liability). See also Analysis of H.R. 2265, the “ No Electronic Theft” (Net)
Act at http:/mww.da.org/govt/hr2265.html (on file with author) (noting Specia Libraries Association's fear
that NET Act would lead to crimina “witch hunt” by copyright owners).

21. See John Perry Barlow, Sdling Wine Without Bottles, The Economy of Mind on the Global Net, at
http://Amww.eff.org/publ/Intellectual_property/idea._economy.article.

22. See Charles C. Mann, Who Wi Own Your Next Good | dea?, The Atlantic Monthly, Sept. 1998, at 57.
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unprecedented heights.™ Moreover, the distribution of copyrighted materia via
the Internet exponentially compounds the problem For example, the MP3
music file compression technologg/ enables music fans to download songs from
the Internet to their computers.™ A high percentage of MP3 files on the
Internet are unauthorlzed copies that generate no revenues for the recording
industry or artists®® The film and software mdustrles are dso experiencing a
dramatic increase in the pirating of their products Worldwide losses due to
piracy are estimated at $20-$22 billion annually.” This serious problem for the
cregtive indugtries is onIy going to become more pronounced as technology
continues to progress.”

CONFLICTING COPYRIGHT PHILOSOPHIES

Technological progress has resulted |n new forms of copyrighted materia
and new ways to access the materia.* This development has resulted in
considerable debate as to the appropriate Ievel of copyright protection that
should be afforded these new forms and uses.™

23. SeelLawrence J. Glusman, Comment, It's My Copy Right? Music Industry Power to Control Growing
Resale Markets in Used Digital Audio Recordings, 1995 Wis. L. Rev. 709 (1995) (discussing increased piracy
problems due to capability to make “perfect” copies). For example, the RIAA estimates domestic losses due to
piracy at $300 million annually. See Press Release, RIAA Obtains Half a Million Dollars in Settlement for
Unlicensed CD Cormpilation, at http://www.riaa.com/PR_Story.cfm?d=165.

24. See NET Act Hearing, supra note 3, Statement of Cary Sherman, Senior Vice President and General
Counsdl of the Recording Industry of America (discussing ease of transmitting millions of copies via Internet).

25. SeeVanessaE. Jones, Rocking the Free Music World, THE BostoN GLOBE, Mar. 9, 1999, at E1. MP3
player software products are available for free on the Internet. 1d. a& E6. One such product, the Winamp
player, is downloaded 100,000 times per day from http://mww.winamp.com. 1d. Forty million copies of the
Redl Player and five million copies of the Winamp player have been downloaded. David Weiss, MP3: The
Real Deal, Musician, Apr. 1999, at 42. Estimates concerning the number of MP3 files on the Internet range
from 150,000 to 500,000. Id. Seealso Jonesat E1.

26. See NET Act Hearing, supra note 3, Statement of Cary Sherman, Senior Vice President and General
Counsdl of the Recording Industry Association of America (providing examples of unauthorized recordings on
the Internet). See Mann, supra note 22 (relating conversation with James Brown concerning unauthorized
downloading of Brown's dbum). Note however, there are many authorized MP3 files on the Internet as well.
See Weiss, supra note 25, at 40 (discussing mp3.com website festuring authorized music from 1,500
musicians).

27. See Mann, supra note 22. Motion Picture Association of America (MPAA) president Jack Vaenti
was able to purchase pirate copies of Titanic prior to the film'stheetrica release. 1d. Vaenti claimsthat cable
modems have the capability to alow atwo hour movie to be downloaded “in about two minutes.” Id. Interms
of the problem in the software industry, Wrenn claims that 25% of domestic computer programs are pirated
copies. See NET Act Hearing, supra note 3, Statement of Greg Wrenn, Senior Corporate Counsel, Adobe
Systems, Inc. on Behdf of the Business Software Alliance.

28. See International  Intellectuad Property Association (I1PA), Description of the I1IPA  at
http://Aww.iipa.com/aboutiipahtml (estimating piracy losses). The IIPA is a codition that includes:
Association of American Publishers, American Film Marketing Association, Business Software Alliance,
Interactive Digital Software Association, Motion Picture Association of America, National Music Publishers
Association, and the Recording Industry Association of America. 1d.

29. SeeBruce Haring, Formats Vie for Position Amid High Volume of Ideas, USA TopAay, Apr. 13, 1999,
a D1, D4 (noting Forrester Research’s projection that by 2003 digital downloading will be a $1.1 billion
business).

30. See U.S. Department of Commerce, Information Infrastructure Task Force, Intellectual Property and
the Nationa Infrastructure: The Report of the Working Group on Intellectua Property Rights (1995), at 5
[hereinafter White Paper]. See generally Julie C. Smith, Comment The NIl Copyright Act of 1995: A
Roadbl ock Along the Information Superhighway, 8 SeTon HaLL Const. L.J. 891 (1998).

3l. See The Debate on the White Pgper at http://mwww.harvnet.harvard.edu/online/moreinfo/
boyledeb.html. The debate includes a letter from over 100 law professors to Bruce Lehman expressing ther
concerns about the White Paper as well as Lehman'sresponse. Id.
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On one side are the copyright maximalists who have been lobbying for
“thick” copyright protection.™ Scientists, librarians, and other groups oppose
the maX|maI|st agenda and favor users rights over the interests of big
business® The maximalist approach is exemplified by Bruce Lehman,
Assistant Secretary of Commerce and Commissioner of Patents and
Trademarks, who is also Chair of the widely criticized Nationa Information
Infrastructure (NI1) White Paper.* In addition to Lehman, several members of
Congress, including Senators Orrin Hatch (R-UT), Patrick Leshy (D-VT), and
Jon Kyl (R-AZ), as well as House Representatives Bob Goodlatte (R-VA) and
Howard Coble (R-NC), have advocated an expansion of Copyright protection.®
Generdly, copyright maximalists favor a broadening of copyright protection
into previoudy unprotected areas such as databases, increased crimina
pendties for copyright mfnngement and protection of digita copies with
technology to prevent illega uses® Senator Leshy has stated that without
specia protections, copyright owners will not release information on the
Internet severdy limiting the amount and types of information available to the
public.”

The maximalist position is opposed by a group of copyright scholars and
business people who believe that recent mcrem in copyright protection
impede scholarship and threaten free speech.® This group asserts the World
Wide Web was formed to alow people access to a global, diverse advanced
information system.* Copyright theorists, such as John Perry Barlow, assert
that the recently proposed and passed copyright legidation is an attempt to

32. See Pamda Samuelson, The Copyright Grab, Wired Archive, 401 — Jan. 1996 at
http://Awww.wired.com/wired/archive/4.01/white.paper_pr.ntml (detailing maximaist agenda). See also
Fairness in Musical Licensing Act of 1998. This amendment to the Bono Act revised the music licensing
requirements of Copyright law to exempt alarge number of restaurants and retailers. 1d. Despiteits name, this
amendment was passed over the strong objection of the music rights agency Broadcast Music, Inc. (BMI) and
musical artists as diverse and well known as Little Richard, Willie Nelson, and Kenny G.  See BMI -
Government Relations, at http://www.bmi.convlegidation/main2.html (on file with author). Moreover, the
European Community has upheld a complaint filed with the World Trade Organization (WTO) against the
Farness in  Mudca Licenang Act. See Legidative Newsflash, (Jan. 19, 1999) at
http:/Awww.bmi.convlegidation/jan1999.html (on file with author). The complaint was filed by the Irish
Performing Rights Society (IMRO). Id. The IMRO argues that the statutory amendment violates the Berne
Convention to which the United Statesisasignatory. Id.

33. See Letter, supra note 18; Statement of James G. Nedl, Dean, University Libraries Johns Hopkins
University on behalf of the American Association of Law Libraries, American Library Association, Association
of Research Libraries, Medica Library Association, Specid Libraries Association before the Subcomm. on
Courts and Intellectual Property Comm. on Judiciary Hearing on “Collections of Information Antipiracy Act”
(1999), at http://mww.house.gov/judiciary/106-neal .htm; Mann, supra note 22.

34. See Letter, supra note 18. Also, critics have clamed that the Clinton Administration tried to
circumvent Congress by asserting positions prior to Congressional hearings and debate on the issues being
hdd. See MARK LiTwAk, LITWAK'S MULTIMEDIA PRODUCER'S HANDBOOK, A LEGAL AND DISTRIBUTION
GuUIDE a 25 (Silman-James Press 1998).

35. See Bono Act, 105 P.L. 298, 112 Stat. 2827 (1998); Callections of Information Antipiracy Act, H.R.
2652 105" Congress (1997); Nationa Information Infrastructure Copyright Protection Act of 1995, S. 1284,
104th Cong., 1st Sess. 1-5 (1995).

36. See Samuelson, supranote 32, at 2-3.

37. See 141 Cong. Rec. S14547-05, S14550 (daily ed. Sept. 28, 1995) (statement of Sen. Leahy).

38. See Barlow, supra note 21, at 3. See also Fair Use Online at http://cyber.law.harvard.edu/fairuse/
content.ntml (last visited Apr. 27, 1999) (discussing difficulties obtaining copyright clearance for materials for
Harvard University Law School cyberspace course).

39. See Needham J. Boddie, |1, Thomas C. McThenia, Jr., Fred B. Amos, II, and Douglas W. Kim, A
Review of Copyright and the Internet, 20 CampeeLL L. Rev. 193, 201 (1998).
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“preserve by law what can no longer be sustained by necessity.”® An
aternative approach is seen in the free software or open source software
movement.” In 1984, computer programmer Richard Stallman founded the
anti-copyright Free Software Foundation.” This organization’s goals are to
challenge current thinking about intellectual property and to replace proprietary
software with programs people can exchange with each other without copyright
restrictions.® “Free’ software means that users can copy or modify it, not
necessarily that it is available without charge® The idea is that users of the
free software will make improvements and make the source code to the
improved program fredy available® In addition, some lega scholars argue
that since copying is an unavoidable incident of using, or even viewing,
information on the Internet, “reproduction is no longer an appropriate way to
measure infringement.”

The NET Act, therefore, represents a significant step toward accomplishing
the maximalist agenda by providing for criminal pendties in response to low
levels of infringement and removing the requirement of a profit motive.
According to Barlow, the ability of the maximalists to successfully lobby
Congress for protective legidation is because big business interests can provide
significant campaign contributions.”

“Breaking rocks out in the hot sun, | fought the law and the law won.”
— Bobby Fuller Four®

CRIMINAL PENALTY BAR

The crimind penalty bar is set too low.® The NET Act was ostensibly
passed to close the “LaMacchia Loophole.”5° LaMacchia, however, was

40. See John Perry Barlow, Life, Liberty, and the Pursuit of Copyright?, Round One, Opening Remarks,
Atlantic Unbound at http://mww.theatl antic.com/unbound/forum/copyright/barlowl.htm at 3 (visited Mar. 24,
1999).

41. See Hiawatha Bray, Going to the Source, THE BosToN SUNDAY GLOBE, Apr. 11, 1999 a F1
(discussing possibility of Microsoft making source code available for new Windows 2000 operating system
software).

42. SeeMann, supra note 22.

43. Id.

44. |d. Examplesof “freg’ software include Linux, a computer operating system devel oped by a group of
programmers who were led by Linus Torvads, and Apache, which is used by haf of the “server” computers on
the Web. Id.

45. See Stephan Somogyi, Free Enterprise — An Open-source Success Sory, Wired (May 1999) at 146
(detailing devel opment of open-source market).

46. See Jessica Litman, Revising Copyright Law for the Information Age, 75 Or. L Rev. 19, 37 (1996).
Litman assarts that “meaking digital reproductions is an unavoidable incident of reading, viewing, listening to,
learning from, sharing, improving, and reusing works embodied in digital media” Id. a 21.

47. See John Perry Barlow, Life, Liberty, and the Pursuit of Copyright?, Round Three, Concluding
Remarks, Atlantic Unbound at http://mww.theat] antic.comyunbound/forum/copyright/barlow3.htm at 3 (visited
Mar. 24, 1999). See also Samuelson, supra note 32, a 1 (claiming support of the copyright industry was
essentid to President Clinton's re-election bid); Litwek, supra note 34, a 25 (noting Smilarity between
position taken by Clinton Administration and position advocated by copyright industries).

48. The Bobby Fuller Four, | Fought the Law, Rhino Records (1966).

49. See NET Act Hearing, supra note 3, Statement of the Honorable Marybeth Peters, Register of
Copyrights, Copyright Office of the United States, The Library of Congress. Peters testified that the criminal
provisions should be “limited to situations like LaMacchia” Id. By way of comparison the Nationa Stolen
Property Act requires over $5,000 to trigger the crimina pendties. See 18 U.S.C. § 2314 (1994).
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accused of infringing copyrighted material valued at over $1,000,000, not
$1,000.> Assuming willfulness is shown, the $1,000 bar represents a “bright
ling’ trigger for the criminal penaties™ This new trigger falls to differentiate
between various types of non-commercia infringement.® Moreover, the
distinction between civil and crimind liability is dependent on the retail vaue
of the item infringed and the number of copies made.> Once an item is posted
to a web gte, unless access is restricted, the number of copies downloaded is
not within the control of the person who posted the material; the information is
available to anyone who visits the site.”

The low threshold for criminad liability is a concern for scientists who often
post their papers on the Internet in order to enrich the scientific community.”
Scientists have engaged in this practice even though the copyright often is
owned by the journal that originally published the piece.® Even if a scientific
paper is worth only $1, a scientist with ten articles that are downloaded an
average of 101 times each would exceed the $1,000 criminal pendty bar.”
Recently, a former oollege student sued her professor for posting her paper
online without her consent.” If the student can demonstrate that her paper had
aretail vaue of only $50 and it is downloaded 21 times, under the NET Act the
professor could be subject to crimina penaties® This type of problem is even

50. See NET Act Hearing, supra note 3, Opening Statement of the Honorable Howard Coble, Chairman
(acknowledging NET Act is a legidative response to LaMacchia decision). Since LaMacchia was a college
student with few assets, he was essentidly judgment proof, making civil pendties an ineffective remedy. See
Smith, supra note 30, at 923. Note that Congressiona attempts to pass legidation to close the “LaMacchia
Loophole’ with criminad pendties first began in 1995. See Nationd Informetion Infrastructure Copyright
Protection Act of 1995, S. 1284, 104th Cong., 1st Sess. 1-5 (1995) (providing criminal pendties for
unauthorized “transmissions’ of copyrighted material); S. 1122, 104th Cong., 1st Sess. 2 (1995) (redefining
“financial gain” to encompass “receipt of anything of value, including the receipt of copyrighted works). These
two hillsfailed to gain enough support to be enacted, but the issues resurfaced in the NET Act. See Pub. L. No.
105-147, 111 Stat. 2678 (1997).

51. United Statesv. LaMacchia, 871 F. Supp. 535 (D. Mass. 1994).

52. See Prepared Statement of Shari Stecdle, Staff Attorney, Electronic Frontier Foundation on the
Proposed Amendments to Guideline Section 2B5.3 before the United States Sentencing Commission (Mar. 12,
1998), at http://mww.eff.org/pub/Lega/NET_Act_sentencing/19970312 eff ussc written.testimony. Criminal
copyright infringement sentences are determined by reference to 8§ 2B5.3 of the United States Sentencing
Commission Guidelines Manual. See Federd Prosecution of Violations of Intellectual Property Rights, at
Section Il - Crimind Remedies for Copyright Violations [hereinafter Federal Prosecution], at
http://Amww.usdoj .gov/criminal/cybercrime/intell_prop_rts/SectlI1.htm.

53. See Stedle, supra note 52. Steele argues that the hobbyist-collector, known as a “warez trader,” is a
more cul pable non-commercid infringer than the individua who engages in non-commercia software copying,
because the warez trader encourages and organizes further piracy. Id.

54. Id. In addition, the statute of limitations under the NET Act is extended to five years, instead of the
three year statute of limitations that is otherwise gpplicable to copyright litigation. Compare NET Act, Pub. L.
No. 105-147, 111 Stat. 2678 (1997) with 17 U.S.C. § 507(a) (listing applicable statutes of limitation). Once the
three year statute of limitations has run, parties who fed their copyrighted works have been infringed will be
forced to try to use the NET Act or go without compensation. Moreover, athough retall value seems like a
clear and objective way to measure harm, retail value is generdly based on consideration of the item's
suggested retail price and assumes distribution through conventional channels. See Federal Prosecution, supra
note 52, at 5(b). In the context of a “black” market, however, the retail value is generaly determined by the
price of theitem on the “black” market. Id.

55.  See White Paper, supra note 30, at 7.

56. See Kurt Klener, Publish on the Net and Be Damned, New Scientist, Dec. 6, 1997 at
http:/Amwww.newsci entist.com/nsg/971206/npublish.html (on file with author).

57. Id.

58. Id.

59. See Louise Marks, To Catch A Cyber-thief, Networker, Mar.-Apr. 1998 at http: //wwv.usc.edu/isd
[publications/Networker/97-98/Mar_Apr_98/dispatch-cyber_thief.htr.

60. Id.
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more pronounced in the context of someone posting information to a USENET
newsgroup, where a million copies may be created by transmitting the
information to the group.* Assuming that criminal sanctions for copyright
infringement on the Internet are necessary, it should take at least $100,000 to
trigger them.

“When | use aword, it means just what
| choose it to mean — neither more nor less.”
— Through the Looking Glass, Lewis Carroll®

WILLFULNESS

The crimina pendlties are triggered by “willfulness,” a vague term in the
context of crimina law which is not defined in the Net Act.® Judge Learned
Hand decried the use of the term “willfulness’ in criminal statutes® The
Supreme Court has recognized that “willful” has many meanings® The
majority view is that “willfully” means a “voluntary, intentional violation of a
known legal duty.”® In comparison, the minority view holds that “willful”
means only an intent to copy, not an intent to infringe®” A uniform
interpretation is of particular importance for enforcement of the Net Act
because of the Internet’s national user-base and unlimited boundaries®
Moreover, the government has a duty to provide clear notice as to the conduct
that will result in criminal punishment.* Numerous groups, including national
library and educational organizations, unsuccessfully sought an amendment to
the NET Act to clarify the meaning of “willful.”” Even proponents of the bill
have expressed concern about the looseness of the definition.” Despite the
importance of thisword, it is not defined in the text of the NET Act.”

61. See David Loundy, The Good, Bad, Ugly of Copyright Law Rewrites, CHicAGO DAILY LAw
BuLLETIN, Jan. 8, 1998, a 5, available at Congress Digital Copyright Conumdrums, at
http://Amww.l eepfrog.conVE-Law?2CDL B/1998-Copyright.html (on file with author). USENET newsgroups use
ad-hoc connections between peers who are interested in a certain subject area. See Boddie, supra note 39, at
199.

62. The Oxford Dictionary of Quotations, 191:3 (5th Ed. Oxford University Press 1979).

63. SeePub. L. No. 105-147, 111 Stat. 2678 (1997).

64. See MopEL PENAL CopE AND COMMENTARIES, § 2.02, a 249 n.47 (Officid Draft and Revised
Comments 1985) (quoting ALI Proceeding 160 (1955)). Hand stated that willfulnessis “an awful word! It is
one of the most troublesome words in a statute that | know. |If | were to have the index purged, ‘wilful’ [sic]
would lead dl therest in spite of itsbeing at the end of the aphabet.” Id.

65. SeeRatzlaf v. United States, 510 U.S. 135, 141 (1994). Black’s Law Dictionary lists seven meanings
under theword “willful.” See BLACK’sLAw DICTIONARY, 1593-94 (Seventh Ed. 1999).

66. SeeUnited Statesv. Moran, 757 F. Supp. 1046, 1049 (D. Neb. 1991).

67. See United States v. Taxe, 380 F. Supp. 1010, 1017 (C.D. Cd. 1974). See also Lilli Hsieh, Jennifer
M. McCarthy, and Elizabeth Monkus, Intellectual Property Crimes, 35 Am. Crim. L. Rev. 899, 917-18 (1988)
(noting Second and Ninth Circuits have adopted minority view, requiring only intent to copy, not intent to
infringe).

68. See Net Act Hearing, supra note 3 (statement of David Nimmer, Irell & Manella, LLP, Los Angeles,
CA, on behaf of the United States Telephone Assoc.) (discussing | nternet user base).

69. Id.

70. SeelLetter from AALL Washington Affairs, supra note 6.

71. See Courtney Macavinta, Congress Approves Copyright Bill, CNET News.com (Nov. 18, 1997), at
http:/mww.news.comy/News/Iterm/0,4,16550,00.html 2st.ne.ni.re> (on file with author). Dave McClure,
Executive Director of the Association of Online Professionals, indicated that while the group supported the
bill’ sintent, they remained concerned about the definition of “willful.” Id.

72. Seesupranote2.
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“What | need isagood defense, ‘ Cause I’'mfedling likeacrimina.”
— FionaApple®

FAIRUsE

Another important issue left unresolved in the text of the NET Act is
whether, and in what manner, the affirmative defense of fair use applies.™ Fair
useis a statutory codification of the judicialy created concept that the free use
of copyrighted materids is necessary in some stuations in order to fulfill
copyright's basic purpose to promote the creation of artistic works for the
public's benefit.” For example, as a general rule, educators and scientists can
openly exchange information under the fair use privilege® At least one
commentator has argued that fair use should apply only to competing
businesses and that an individua’s normal use of copyrighted material should
not require a fair use defense.” In order to be certain the courts will alow a
fair use defense to a prosecution under the NET Act, there should be a clear
statement to that effect in the text of the statute.”® However, even assumi ng a
fair use defense would apply, how would an unsuccessful fair use defense
affect the question of “willfulness?’™ Under the mgjority rule, a person who
reasonably believes that a fair use defense is gpplicable cannot have the
required intent to violate a known legal duty.” This question is particularly

73. See FIONA APPLE, Crimind, TIDAL (Work 1996).

74. SeeNET Act, Pub. L. No. 105-147, 111 Stat. 2678 (1997). See also NET Act Hearing, supra note 3,
Statement of Fritz E. Attaway, Sr. Vice President, Government Relations and Washington General Counsdl,
Motion Picture Association of America (claiming NET Act does not target activities for which a fair use
defense may apply); Samuelson, supra note 32, at 4 (claiming White Paper sought to restrict fair-use rights to
times use could not be licensed).

75. See The Copyright Act of 1976, 17 U.S.C. § 107 (1988). The four non-exclusivefair usefactors are:

the purpose and character of the use, including whether such useis of acommercid nature or is
for nonprofit educational purposes; 2) the nature of the copyrighted work; 3) the amount and
substantiality of the portion used in relation to the copyrighted work as a whole; and 4) the
effect of the use upon the potential market for or value of the copyrighted work.

Id.

76. See Smonsletter, supra note 18 (discussing importance of fair use to scientists).

77. Seel. Ray Paterson, Free Soeech, Copyright, and Fair Use, 40 VAND. L. Rev. 1 (1987). Petterson
claims, “That an individua consumer’s ordinary use of work, as by copying it, congtitutes infringement is not
just nonsensg, it is dangerous nonsense that is wholly contrary to the congtitutional purpose of copyright.” Id.
at 46.

78. See Net Act Hearing, supra note 3 (statement of David Nimmer, Irell & Manella, LLP, Los Angeles,
CA, on behalf of the United States Telephone Assoc.). Nimmer maintains that since the NET Act was one of
Congress firgt attempts to regulate copyright infringement in the context of the Internet, the key terms should
be clearly defined. 1d. See also Staterment on the NIl Copyright Protection Act of 1995 Hearing Before the
Senate Committee on the Judiciary, 104th Cong. Available at 1996 WL 10163321 (May 7, 1996) (statement of
Robert L. Oakley, Washington Affairs Representative for the American Association of Law Libraries).
Professor Oakley stated that any new copyright legidation should festure a restatement of the fair use
goplications. 1d.

79. Compare NET Act Hearing, supra note 3, Statement of the Honorable Marybeth Peters, Register of
Copyrights, Copyright Office of the United States, The Library of Congress (asserting good faith belief in fair
use defense would obviate willfulness) with Federal Prosecution, supra note 52, at 111(A)(2)(b) (arguing proof
of willfulnesswould virtualy preclude afair use defense).

80. SeeUnited Statesv. Moran, 757 F. Supp. 1046, 1049 (D. Neb. 1991).
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important given the difficulties courts have experienced applying the fair use
doctrine”

If aperson can claim “fair use” and escape criminal pendties, then the law
has no teeth since aleged infringers will invariably assert this defense®
Conversdly, if when a person’s fair use defense fails, that conduct is deemed
“willful” and the crimina penalties apply, then whether or not a person goes to
jail will hinge on the courts admittedly inconsistent application of the fair use
factors.™

The firgt fair use factor is purpose and character of the use, includin
whether the potentidly infringing use was commercia or non-commercial.
From 1984 to 1994, the Supreme Court maintained that that every commercia
use was presumptively unfair.* Even though the Supreme Court had twice
guoted Sony Corp. of America v. Universal Sudios in support of this analysis,
in 1994 the Court criticized the Court of Appesals for the Sixth Circuit for
applying the presumption.” Instead, the Supreme Court asserted that a
commercial use “is aseparate factor that tends to weigh against afinding of fair
use”® The distinction between a presumption that a commercial use is not a
fair use and commercia use being a separate factor tending to weigh against
fair useisunclear.

The Net Act changes the definition of financial gain to include “receipt, or
expectation of receigt, of anything of vaue, including the receipt of other
copyrighted works.”™ Does the new definition of financial gain change what
would have previoudy been a non-commercid use into a commercial use?
Because the statute failed to address the fair use issue at dl, there is no answer
to that important question.

The fourth fair use factor is an analysis of “the effect of the use upon the
potential market for or value of the copyrighted work.”® In Sony, the Supreme
Court held that when the infringing use “is for commercia gain, that likelihood
[of future harm] may be presumed.”® In Campbell v. Acuff-Rose Music, the
Court clarified that a presumption of market harm was only proper where the

81. See White Paper, supra note 30, at 73 (terming fair use “most significant and, perhaps, murky of the
limitations on a copyright owner’s exclusive rights.”). For comprehensive analysis of the fair use doctrine, see
2 Paul Goldstein, Copyright ch. 10 (2ded. 1996).

82. SeePub. L. No. 105-147, 111 Stat. 2678 (1997). Note that this approach is only possible if the court
follows the mgjority view on the meaning of “willfulness.” See Hseh, supra note 67, at 917-18.

83. See Ddlar v. Samue Goldwyn, Inc., 104 F.2d 661, 662 (2d Cir. 1939) (acknowledging fair use is
“mosgt troublesome’ issue in copyright law); Acuff-Rose v. Campbell, 972 F.2d 1429, 1439 (6th Cir. 1992)
(Nelson, J., dissenting) (admitting “hopeless conflict” between fair use decisions).

84. SeeThe Copyright Act of 1976, 17 U.S.C. § 107(1) (1988).

85. See Stewart v. Abend, 495 U.S. 207, 237 (1990); Harper & Row Publishers, Inc. v. Nation
Enterprises, 471 U.S. 539, 562 (1985); Sony Corp. of Am. v. Universal Studios, Inc., 464 U.S. 417, 451 (1984).
In each of these decisions the Supreme Court states, “[E]very [unauthorized] commercid use of copyrighted
materid is presumptively an unfair exploitetion of the monopoly privilege that belongs to the owner of the
copyright.” 1d.

86. See Campbell v. Acuff-Rose, 510 U.S. 569, 585 (1994) (declaring “elevation of one sentence from
Sony” to “per serul€’ counter to fair use).

87. Seeid. The Supreme Court in Campbell stated that they explained in Harper & Row that Sony stood
for the separate factor approach. |d. The sentence quoted with approva and the sentence the Court rejected
gppeared consecutively in the Harper & Row opinion. Harper, 471 U.S, at 562. If the commercid question is
indeed a separate factor, does this mean there are five basic fair use factorsinstead of four?

88. SeePub. L. No. 105-147, 111 Stat. 2678 (1997).

89. See The Copyright Act of 1976, 17 U.S.C. § 107(4) (1988).

90. See Sony Corp. of Am. v. Universal Sudios, Inc., 464 U.S. 417, at 451 (1984).
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infringing use is “beyond mere duplication for commercia purposes”® In
many cases, prosecutions under the NET Act will be for duplications that are
not for commercid purposes, but that meet the more broad definition of
financia gain set forth under the statute.” It is possible the courts will apply
the market harm presumption under these facts.

Even if courts determine that fair use is aopllcable to the NET Act, it is
likely to be an ineffective mfnngement defense® Based on the NET Act's
definition of “financial gain,” courts may find a defendant’s use wes a
commercial, reproductive use and therefore market harm is presumed.” In such
a situation the defendant loses on three fair use factors and fair use will not
apply.® Nevertheless, the fair use defense may prove effective in negati ng the
mens rea requirement of “willfulness’ and therefore avoiding the crimina
pendlties of the NET Act.* Since it seems unlikely that this was the intended
result, the statute’ s flaws are exposed.

UNINTENDED CONSEQUENCES

Severa groups, including the Department of Justice, worry that the NET Act
is overbroad and likely to have unintended consequences.” The Specid
Libraries Association noted that the legislation as mtroduced would implicate
passive recipients infringing materia as criminals® In addition, members of
the computer industry have expressed concern about accidentally SijeCtI ng
people and small businesses to criminal penalties for copying software.™ David
Duncan, one of the attorneys who defended LaMacchia, says that he has no
problem with the basic concept of the NET ACt but beieves that ease of
copying should not increase a person’s culpability.' Duncan notes that, in an
Internet context, the defendant has little control over the level of copying. " As

91. SeeCanpbell, 510 U.S. at 569, 591 (1994).

92. See NET Act Hearing, supra note 3, Statement of Fritz E. Attaway, Sr. Vice President, Government
Relations and Washington Generd Counsdl, Motion Picture Association of America (noting NET Act targets
Internet piracy of computer games, videogames, and recorded music).

93. Cf. Storm Impact Inc. v. Software of the Month Club, 13 F. Supp. 2d 782 (N.D. 11I. 1998) (finding no
fair use where defendant copied and sold free shareware despite express redtrictions).

94. SeePub. L. No. 105-147, 111 Stat. 2678 (1997).

95. See The Copyright Act of 1976, 17 U.S.C. § 107 (1988).

96. See United States v. Moran, 757 F. Supp. 1046, 1049 (D. Neb. 1991) (requiring a “voluntary,
intentional violation of a known legal duty” to demonstrate “willfulness’). Note, however, that under the
minority rule, the fair use defense would not be of assistance in this area. See United States v. Taxe, 380 F.
Supp. 1010, 1017 (C.D. C4d. 1974).

97. See eg., NET Act Hearing, supra note 3, Statement of Kevin Di Gregory, Deputy Assistant Attorney
Genera (Crimind Division), Department of Justice (expressing concerns the statute “may sweep too
broadly.”); Analysis of H.R 2265, the “ No Electronic Theft” (Net) Act, at http:/Aww.d a.org/govt/hr2265.html
(on file with author) (assertion by Specid Libraries Assoc. that NET Act is“far too broad.). See Press Release,
supra note 6 (condemnation by Association for Computing’'s U.S. Public Policy Committee of legidation as
“poorly drafted” and likely to result in “many unintended consequences.”).

98. See Computer Scientists Urge President, supra note 6.

99. See United States v. LaMacchia, 871 F. Supp. 535, 544 (D. Mass. 1994) (quoting testimony of
Edward J. Black, Vice President and Generad Counsel of Computer & Communications Industry Association).
Black’s testimony was made before the House Judiciary Subcommittee on Intellectual Property and Judicia
Adminigration at aHearing on S. 893, Aug. 12, 1992. |d.

100. Teephone Interview with David Duncan of Zakind, Rodrigues, Lunt & Duncan, Boston, MA (Apr. 7,
1999).
101. Id.
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a reault, the retal vaue of the infringement can expand rapidy and
exponentialy, resulting in criminal penalties. '™

David Nimmer echoed these concerns during his testimony regarding the
NET Act.'® He demonsgtrated his point by citing two court decisions that
adjudicated Internet copyright disputes™ In one case an ex- Screntologrst
posted some of L. Ron Hubbard's secret writings to the Usenet."™ The
defendant added some commentary to advance his purpose of ridiculing the
work."® The court found the defendant’ s actions did not congtitute a fair use.”
In the other case, the defendant also copied large amounts of the plaintiff's
copyrrghted materia and posted it on the Internet in order to ridicule the
work.*® This court came ! to the opposite conclusion and found that the fair use
defense was applicable’®  Since both of the copyists acted from a political
motive, not a commercial one, neither would have faced crimina penalties
prior to the NET Act."® With the passage of NET Act, however, one of the
defendantsis a non-infringer while the other may be sent to prison. i

A different legal scenario further demonstrates the thin line between non-
infringement and being subject to incarceration. "2 The federd district court in
Tasini v. New York Times initidly ruled that although the independent writers
had not contracted to transfer the dectronic rights to their articles, the New
York Times and other named defendants did not infringe the copyrights by
making a commercid saleto athird party for use in on-line databases and CD-
ROMs."™ The court reasoned that the new use congtituted “revisions’ of
collective works under Section 201(c) of the Copyright Act and was therefore a
non-infringing use.™* However, this decision was later reversed by the U.S.
Court of Appeds for the Second Circuit and, therefore the New York Times
was potentialy a copyright infringer under the NET Act.™ Since the defendant
sold the rights to copy the complete text of twenty-one articles that each had a
vaue of at least $50, the NET Act’s statutory bar would have been triggered,
leaving only the question of willfulness.™

102. Id.

103. See NET Act Hearing, supra note 3, Statement of David Nimmer, Irell & Manella, LLP, Los Angeles,
CA on behalf of the United States Telephone Association.

104. Id.

105. SeeRdigious Tech. Cir. v. Netcom, 923 F. Supp. 1231 (N.D. Cal. 1995).

106. Id. at 1249-50.

107. 1d.

108. SeeBemorev. City Pages, Inc., 880 F. Supp. 673 (D. Minn. 1995).

109. Id. at 678-79.

110. SeePub. L. No. 105-147, 111 Stat. 2678 (1997).

111, Id.

112. SeeTasini v. New York Times, 972 F. Supp. 804 (S.D.N.Y. 1997).

113. Id. &t 827.

114. 1d. & 826. The court’'sanaysis somehow ignored the fact that the original publishers had simply sold
the rights to the articles and had not themselves published anything except the origina versons. Id. at 806.
The court atached little significance to the fact that none of the plaintiffs had expresdy transferred the
dectronic rightsin their articles. 1d. at 812. 1t dso ignored the huge differences between paper and e ectronic
publishing, including the loss of the original selection or arrangement of the articles when incorporated into an
electronic database. 1d. at 822.

115. SeeTasini v. New York Times, 192 3d 356 (2d Cir. 1999), aff' d 531 U.S. 978 (2000).

116. Pub. L. No. 105-147, 111 Stat. 2678 (1997).
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FREE SPEECH

Since the introduction of the NIl Copyright Act of 1995 on the Senate floor,
critics have warned that adoption of the copyright maximalists agenda would
hamper the dissemination of ideas."’” The numerous problems with the recently
passed NET Act combine to create an atmosphere that may have a “chilling
effect” on free speech.™ Scientists, universities, and attorneys have al raised
this concern.™® The chilling effect can be seen in the disclaimers now posted
on some web sites™ Some scholars argue there is a need for the First
Amendment privilege on the Internet, separate from the fair use doctrine, in
order to protect free speech from courts, copyright holders, and Congress, who
may seek to restrict it.” Since the freedom of the press under the First
Amendment extends to individuas and other groups, not just commercia news
organizations, such limitations on free speech contravene the Firg
Amendment.””

“They arrested me and they put mein jail
And they called my Pappy to throw my bail”
— Commander Cody and the Lost Planet Airmen®

PRISON

In addition to the legal issues that arise from the deficiencies in the language
of the statute, the real world issues cannot be overlooked. Imprisoning non-
violent offenders has proven to be a costly and ineffective method of deding
with various types of crime® Prisons in this country are filled beyond
capacity.””  According to the U.S. Department of Justice Bureau of Justice

117. See Smith, supranote 30, at 893.

118. See Goodin, supra note 19 (quoting Samuelson’s assartion that the NET Act will cause indtitutions to
remove information from the Internet rather than risk crimina pendties).

119. See, eg., Smons letter, supra note 18 (cautioning that universities and research labs may remove
materids from the Internet); Wendy Grossman, Downloading as a Crime, SCIENTIFIC AMERICAN, Mar. 1998,
http:/Amww.sciam.com/1998/0398issue/0398cyber.html - (quoting Peter Jaszi of American University's
statement thet the chilling effect generated will be “significant and red”); Shelley M. Liberto, Congress
Patches a Loophole with the Anti-piracy “ NET Act,” at http://Amwwiz.com/issue2l/htmi/article2.html (noting
chilling effect may dso effect not-for-profit groups).

120. See Disclaimer, Frisco Drug Education Initiative at http://www.friscodrugedu.org/disclaimer.htm (on
filewith author). The test of the disclaimer includes the following:

In conformance with the No Electronic Theft Act, all materials at this site, whether copyrighted
or not, is posted totaly free of charge, and not in exchange for receipt, or expectaion of
receipt, of anything of value, including the receipt of (other) copyrighted works. Some of the
information on this web site may be copyrighted and any publication rights should be obtained
from the respective owners.

Id.

121. See generally Stephen Fraser, The Conflict Between the First Amendment and Copyright Law and Its
Impact on the Internet, 16 CARDOzO ARTS & ENT. L.J. 1 (1998) (discussing conflicts between First
Amendment rights).

122. See Rdigious Technology Center v. Lerna, 908 F. Supp. 1353, 1359 (E.D. Va. 1995)

123. See COMMANDER CODY AND THE LOST PLANET AIRMEN, Hot Rod Lincoln, on LOST IN
THE OZONE (MCA Records 1980).

124. See generally David C. Leven, Curing America’s Addiction to Prisons, 20 FORDHAM URs. L.J. 641
(1993).

125. See David B. Kopd, Prison Blues How America’s Foolish Sentencing Policies Endanger Public
Safety, May 17, 1994, at http://www.cato.org/pubs/pas/pa-208.html (noting the average U.S. prison operates at
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Statistics, by midyear 1998 one in every 150 U.S. resdents was in jail.””> The
total U.S. incarceration rate is 668 inmatesin federa and state prisons and local
jails per 100,000 U.S. residents.™ The United States incarcerates the highest
percentage of its population than any country in the worId This percentage
is siX to ten times more than most developed nations.” In 1998, there were
over 1.8 million people in our state and federa prisons™ If the growth in the
prlson rate continues on pace, two million people will live in this country’s
prisons by the year 2000.

Keeping all of these people in prison is an expensive undertaking. The
annual cost of housing each federal prisoner costs about $31,000 per inmate for
sdaries, expenses, and marntenance this figure does not include the cost of
constructing new prlsons The cost of constructing new prisons in this
country was $6.7 billion in 1989 aone.* Since 1982 the United States has
spent more money on criminal justice than education.”™ Even with al of this
spending, prison conditions are frequently so overcrowded and dangerous that
courts find the conditions to be uncondtitutiona.™® Unfortunately, the
overcrowding is partially caused by the high rate of reC|d|V|sm of prisoners,
most offenders return to prison within three years of release.™

Sending an individua to prison is an extreme measure and exposes the
person to extreme dangers that include repe, murder, and AIDS.™ Of the over
290,000 males that are sexudly assaulted in prrson every year, the most likely
victims are young and in jail for the first time.*® This is especially true if they

15.4 percent over capecity). Kopd isresearch director of the Independence Ingtitute in Golden, CO. Id.

126. See Darrel Gilliard, Prison and Jail Inmates at Midyear 1998, U.S. Department Bureau of Justice
Bureau of Justice Statistics, at http://mww.oj p.usdoj.gov/puby/press/pjim98.pr.

127. 1d.

128. See Kopd, supra note 124.

129. See Jary White, US Prison Population Hits 1.7 Million (Aug. 7, 1998), at http:/mww/wsws.org/
news/1998/aug1998/pris-a07.html.

130. SeeGilliard, supra note 125.

131. SeeWhite, supra note 128.

132. Se Federd Budget, Depatment of Justice, Federd Prison System, at http://ibert.org/
00000000APO7.html. The available figures are from 1993 and have most likely increased during the interim.

133. Seeleven, supranote 123, at 643.

134. See id. a 644. See aso David A. Harris, The Realities of Punishment, 83 J. CrimM. L. &
CriMINOLOGY 1098, 1110 (1993) (reviewing Wilbert Rideau and Ron Wikberg, Life Sentences: Rage and
Survival Behind Bars) (1992).

135. Seeleven, supranote 123, at 641.

136. Seeid.

137. See, eg., Harris, supra note 134, at 1104-05 (discussing endavement of victims as repists “wives');
Stephen Donaldson, The Rape Crisis Behind Bars, NEw York TIMES, Dec. 29, 1993, http://www.vix.com/pub/
men/abuse/usa-prison.html (on file with author) (detailing cycle of sexua violence that often turns non-violent
offendersinto dangerous and angry people); LauraEngle, It's A Crime! HIV Behind Bars, Boby PosiTIVE, Jan.
1999 (estimating nine percent of men and eighteen percent of women in New York State's prison system are
HIV-positive).

138. See Donaldson, supra note 136. This article is a prime example of the potentia for the NET Act to
chill free speech. It originaly appeared in the New York Times and even if the article's retail value is only
$205, once it is posted on the Internet and downloaded (copied) only five times, the statutory bar for criminal
penalties has been met. This article was posted to the newsgroup: soc.feminism where it was evidently picked
up and included in the content on the website listed. Id. Assuming the New Y ork Times owns the copyright, if
aperson posts the article to a newsgroup or aweb site, he could be sent to prison under the NET Act. Pub. L.
No. 105-147, 111 Stat. 2678 (1997). This result could occur even though the article constitutes palitical speech
that also serves an educationd function. Id. As aresult of the NET Act, this type of speech could be restricted
through the threat of criminal action.
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areinjail for aless serious crime.™ Moreover, rape in prison is generaly not
an isolated act. A prisoner who has been raped becomes a target and can be
repeatedly subjected to gang rapes.” In order to avoid these attacks some
prisoners become an inmate’' s “wife” in exchange for protection.*”

Women in prison are dso frequently subjected to sexud abuse™ Mae
prison guards have tremendous power over femae inmates The guards can
use physicd force or threaten the women with physical abuse or denid of
privileges in order to obtain sex.”® Some of these women are impregnated by
the sexual misconduct.® For both male and female inmates, pursuing a charge
of sexual misconduct against another inmate or guard is virtually usdess.™
The accused invariably denies the charge, the internd investigatory procedures
are biased and ineffective, and the pendties for such misconduct are low.*®
Moreover, in 1996 President Clinton signed the Prison Litigation Reform Act
(PLRA) into law."*® The PLRA sharply limits the ability of individua inmates,
as well as groups organized on their behdf, to litigate for reform of abusive
prison conditions.™® As a result, our expensive and ineffective prison system
can actually take non-violent, minor offenders and turn them into angry, violent
people, before releasing them back into society.™

In addition to the problem of rape, inmates have the added fear of acquiring
AIDS.™ A recent book on prison and AIDS indicates that in 1994 the U.S.

139. See Donddson, supra note 137.

140. Id.

141. 1d. (noting that very few prison rapes are ever reported).

142. SeeHarris, supra note 134, a 1104. The authors of the book, Rideau and Wikberg, were inmates at
Angola, both serving time for murder. Id a 1099. They humanize the horror of this existence with the
illugtrative story of James Dunn who was incarcerated a Angola when he was nineteen. Id. at 1104. An
inmate raped and endaved Dunn, who submitted because he had a short sentence and redlized he needed
protection. 1d. When Dunn’'s owner was released, Dunn had to defend himself againgt other inmates who
wished to re-endave him. Id. at 1104-05. Eventualy, he killed one of his attackers and was given a life
sentence. 1d. at 1105.

143. See United States: Sexual Abuse of Women in U.S. State Prisons Prisons [hereinafter Abuse of
Women], Human Rights Watch at http://mww.hrw.org/summaries/s.us96d.html.

144. 1d.

145. 1d.

146. Id.

147. See Abuse of Women, supra note 143 (aleging Department of Justice regularly receives custodia
sexual misconduct complaints, but does not track or systematically monitor them). See also Donaldson, supra
note 136.

148. See Abuse of Women, supra note 143. In some states sexual misconduct that includes contact
between officers and prisoners is only a misdemeanor. |d. This sexua abuse of power is therefore a lesser
crime than copyright infringement of $2,501. See The NET Act, Pub. L. No. 105-147, 111 Stat. 2678 (1997).

149. See Abuse of Women, supra note 143.

150. Id.

151. See Donaldson, supra note 137. Violators of the NET Act are likely to be extremely knowledgeable
about computers. If hackers can unleash damaging viruses such as the Mdlissa and Chernoby! viruses without
seeking to cause harm, an angry NET Act convict could create a virus designed to maximize damage. See S.
Mitra Kalita, Sugpect in Virus Case Never Meant Any Harm, Lawyer Says, The Boston Globe, Apr. 4, 1999, at
A21 (reporting comments of attorney for man accused of reeasing Melissa virus); Press Rdease, U.S.
Attorney, Eugene E. Kashpureff Pleaded Guilty to Unleashing Software on the Internet that Interrupted Service
for Tens of Thousands of Internet Users Worldwide (Mar. 19, 1998) at http://www.usdoj.gov/criminal/
cybercrime/kashpurepr.htm (discussing defendant’s “hijacking” of Internet users attempting to reach
competitors web site); Ross Kerber, Safe Surfing, Specialists Say Bugs Like Chernobyl Could Be Avoided if
Computer Users Took Precautions, THE BostoN GLOBE, Apr. 27, 1999, a C1 (discussing damege done to
computer hard drivesif anti-virus software is not used).

152. SeeEngle, supra note 137.
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population had an AIDS incidence rate of 31 cases per 100,000 people153 The
average number of HIV postive inmates in gtate and federal prison was 518
cases per 100,000.*" In New York, where HIV/AIDS is most prevalent among
mmata roughly 8,000 of the date system’'s 70,000 prisoners are HIV-
positive.™ Approximately half of the HIV posmve inmates have not been
diagnosed and receive no medica treatment. Meanwhile, due in part to
overcrowding, many HIV-positive prisoners are released.”

Another serious problem is that prison overcrowding due to increased
imprisonment of non-vi iolent offenders is resulting in the premature release of
violent criminads.® Severa commentators and public rights groups have
advocated a change in our IaNs so0 that the prison system is used primarily to
incarcerate violent offenders™  Alternative methods of dealing with non-
violent offenders have been suggested and are being used in a limited
fashion.™ Alternative methods of reform include: boot camps, intensive
supervised probation, electronlc home monitoring, community service, and
shaming punlshments These methods are being tried as recognltlon grows
that increasing the number of prisoners does not reduce crime.*

At the same time Congress and big business wants to imprison non-
commercia copyrlght infringers, some of the worst criminals in our country
remain free® For example, Carl Doreliean, is aformer member of the Haitian
army high command who now livesin Fi orida™ Between 1991 and 1994, the
7,000-man army Dorelleen commanded is said to be responsible for the death
of 5,000 Haitian civilians.'® Even though U.S. government spent $2.2 billion

153. See Prison and AIDS Book Outlines Challenges and Opportunities Inherent in this Public Health
Issue [hereinafter Prison and AIDS Book] (reviewing Prison and AIDS by Rondd L. Brathwaite, Ph.D.,
Theodore M. Hammett, Ph.D., and Robert M. Mayberry, Ph.D., Prison and AIDS published by Jossey-Bass
Inc. Publishers, San Francisco, 1996), at http://mww.cc.emory.edu/WHSC/HSNEWS/rel eases/oct96/
ads prisonshtml.

154, Seeid.

155. See Engle, supra note 137. The estimates are based on a seroprevalence study conducted
anonymoudly at one prison. Id.

156. Id.

157. See Prison and AIDS Book, supra note 153. For example, half of the 8,000 HIV positive inmates
were released from New York State' s prisonsin 1991. 1d.

158. See Kopel, supra note 124. For example, Kenneth McDuff was in prison in Texas for murdering two
boys and raping and murdering a girl. Id. In order to ded with space limitations in the prisons, the Texas
Parole Board lowered it standards and released McDuff. |d. Within a year McDuff was arrested again and
charged with three more murders, the first one within three days of hisrelease. 1d.

159. See Andrew Vachss, If We Really Want to Keep Our Children Safe, PARADE MAGAZINE, THE BOSTON
SUNDAY GLOBE, May 2, 1999 at 6-7 (advocating release of non-violent prisoners and longer sentences with
higher parole standards for sex offenders); Cassandra Burrdll, US 1 in Every 155 Americans Behind Bars as
Prison Population Continues to Climb, Associated Press, Jan. 19, 1998 (reporting suggestion by The
Sentencing Project to use cregtive dternatives rather than prison); Paula Mergenhagen, The Prison Population
Bomb, AMERICAN DEMOGRAPHICS, Feb. 1996 at http://www.demographics.comvpublications?AD/96_AD/
9602 _AD/AD880.htm (visted Mar. 30, 1999) (noting high percentage of inmates imprisoned for drug
offenses).

160. SeeKopd, supra note 124.

161. Id. See also Jeffrey Rosen, The Social Police, THE NEw YORKER, Oct. 20 — 27, 1997, a 174
(explaining the use of shaming punishments as a deterrence to non-violent crimes).

162. See Leven, supra note 123, a 650 (declaring “there is no nexus between crime and incarceration
retes.”).

163. See Steve Fainaru, USis a Haven for Suspected War Criminals, The Boston Sunday Globe, May 2,
1999, at Al

164. Id. Hewas fortunate enough to win $3.2 millionin the Floridalottery. Id.

165. Id. Thereisaso evidence that the army raped, kidnapped, and tortured civilians. 1d.
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trying to remove the government he represented from power, he has been
granted avisato livein this country."® At least 14 other people connected with
international human rights abuses have been given refuge in the United
States.167

Findly, in order to put the criminal penalties of the NET Act into context,
the sentences being awarded for other crimes should be noted. The average
prison time served for first time offenders are: five years for murder, four years
for rape, three years for robbery, and two years for aggravated assault.”® The
NET Act provides for prison terms of up to three years for afirst offense if the
value of the copyrighted material copied exceeds $2,500.

“WARNING: Federal law provides severe civil
and criminad pendtiesfor the unauthorized
reproduction, distribution, or exhibition of

copyrighted motion pictures.”*®

EDUCATION

The proponents of protective legidation for the copyright industries have
emphasized the need for educating people concerning copyright law, especialy
in the context of the Internet.™ Even the White Paper proponents concede that
the “average citizen has only the most genera understanding that there are
patents, copyrights, and trademarks.”*™ The White Paper adds that intellectual
property law is viewed by non-lawyers as “incomprehensible’ and that a mere
listing of “do’s and don’ts’ is insufficient."” Meanwhile, the Department of
Justice has set up aweb page listing “do’s and don'ts’ to explain the “Internet
Rules of the Road” to children.'”

The advice provided is contradictory and does nothing to explain how to
discern legal uses from infringing uses™ For example, the government
advises, “DO use the Internet to help with schoolwork. The Internet is. . . like
having the world's largest library a your fingertips® Confusingly, the
government also warns, “Don't make copies of any copyrighted material . . .
Copyrighted works are available (usudly illegaly) on the Internet. You are

166. Id.

167. Id.

168. See Kopel, supra note 125 (setting forth average time served in Virginia for conviction of listed
crimes).

169. See Copyright Warning Notice at the beginning of U.S. videocassettes.

170. <ee, eg., NET Act Hearing, supra note 3, Opening Statement of the Honorable Howard Coble,
Chairman (declaring the public must come to understand the importance of intellectual property rights);
Statement of Greg Wrenn, Senior Corporate Counsel, Adobe Systems, Inc. on Behdf of the Business Software
Alliance (stating Congress needs to ater peopl€'s attitudes concerning software piracy); White Paper, supra
note 30, a 203 (caling government’'s Copyright Awareness Campaign critical to success of the Nationa
Information Infrastructure).

171. See White Paper, supra note 30, at 201 (adding many lawyers fail to comprehend this “highly
specidized areaof thelaw.”).

172. 1d.

173. Seelnternet Rules of the Road, at http://www.usdoj.gov/kidspage/do-don’t.htm.

174. 1d.

175. 1d.
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committing a crime if you copy and distribute them.”* The Internet Rules of
the Road fail to explain that a copy is made automatically when the information
appears on the computer monitor. The rules don’t warn that lgy printing out an
atticle for use in a research paper, another copy is created.”” No attempt is
made to explain that it is not a crime to use Internet research for educationa
purposes. '

The government also tells children, “DO be careful when you “download”
(copy) programs from the Internet.”*” Thelist goes on to advise, “DON’T stedl
copyrighted computer programs. . . by copying it from the Internet.”™® No
atempt is made to ingtruct the children on how to tell if software on the
Internet is authorized.” One sensible alternative that has been proposed is the
utilization of Hyperstamps to clarify the rlisghts a copyright holder is granting
the user of thework posted on the Internet.

UNNECESSARY

The advocates of the NET Act assured Congress that the legidation was
necessary in order to prevent the widespread theft of copyrighted material and
to properly alow for its protection.™ The Software Publishers Association
even urged Judge Conaboy of the U.S. Sentencing Commission to adopt an
emergency amendment to the sentencing %uidelines to alow for the earliest
possible implementation of the NET Act.™ As of October 2001, The U.S.
Department of Justice website lists six prosecutions under the NET Act.”™ In
four instances, the defendants pleaded guilty and were placed on probation for
between two and five years™® In the remaining two instances, the defendants

176. Id.

177. See Boddie, supra note 39, a 225 (instructing “virtualy every transmittal of a work across. . .
Internet will involve.. . . exclusiveright to copy.”).

178. See 17 U.S.C. § 107 (1988) (although trying to explain al of fair use exceptions would be quite
challenging).

179. Seelnternet Rules of the Road, supra note 173.

180. Id.

181. Id. Unfortunately, the government’s “Rules of the Road” may do more to confuse children than
instruct them. This problem of differentiating authorized from unauthorized material on the Internet also occurs
in the music industry. See MIDEM, supra note 14. Not al MP3 files are infringing copies. Independent
musicians, as well as artists of mgjor record labels, post their songs on the Internet in order to reach their
potentia audience. This blursthe line between “ethical enjoyment of music and piracy.” 1d.

182. See Karen L. Kranack, A Web Developer’s Guide to Copyright and Intellectual Property Issues in
Cyberspace, at http://mwww.cs.georgetown.edu/~denning/cosc450/papers/kranack.html.  One company  that
offers this service is Hyperstamps whose web site is located at http://mww.hyperstamps.com.  The meaning of
the hyperstamps must be explained since the symbols act as visua indication that some claim is being made or
waived. 1d. For example, one symbol, with the proper supportive text, indicates that copying of the meterid is
dlowed aslong as the author is mentioned. 1d. Another symbol would inform potential users that the material
may be copied for any purpose. Id.

183. See Net Act Hearing, supra note 3, Statement of Greg Wrenn, Senior Corporate Counsel, Adobe
Systems, Inc. on Behdlf of the Business Software Alliance, Fritz E. Attaway, Sr. Vice President, Government
Relations and Washington General Counsdl, Motion Picture Association of America, and Cary H. Sherman,
Senior Vice President and General Counsel of the Recording Industry of America.

184. SeeLetter from Mark Traphagen, Vice President and Counse, Intellectua Property and Trade Policy,
on behdf of the Software Publishers Association, to The Honorable Richard P. Conaboy, United States
Sentencing Commission (Aug. 31, 1999), at http://www.spa.org/gvmnt/tos/netguidelines.htm (last visited Feb.
8, 1999).

185. Seelntellectua Property Cases at hitp://www.usdoj.gov/criminal/cybercrime/ipcases.htm (on file with
author).

186. ld. See also Man Sentenced in Michigan for Offering Software Programs for Free Downloading on
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have not yet been sentenced. To date, not one individual has been sentenced to
a prison term as the result of a conviction under the NET Act.” This supports
the argument that the NET Act was passed merely to act as a scarecrow and
frighten potential infringers in order to protect big business.

As even some of the origina proponents admit, the NET Act will be
ineffective® According to Cary Sherman of the RIAA, the record industry has
“learned that the threat of crimina prosecution was largely irrelevant.”*®
Sherman has also stated, trying to protect music rights “with a confrontational
or piecemeal legislative approach . . . is ultimately futile.”** Others have noted
that the practice of targeti ng a few visible scapegoats only serves to diminish
peoplée s respect for the law.™

Both the copyright industries and government can use existing criminal and
civil copyright laws, as wel as technologica means, to deter copyright
infringement.””  Current remedies include injunctions, suing for actua or
statutory damages, recovery of attorneys fees for the prevailing party, and
crimina pendties’® For example, the RIAA uses the existing laws to obtain
injunctions, damages, and to negotiate community service obligations™ The
group has been very successful obtaining substantial damage awards from
infringers.™ In fact, the RIAA obtained a $2.5 million dollar pre-litigation
settlement from a CD manufacturing plant in Massachusetts, based on
dlegations of unauthorized mastering of CDs."* Utilizing the existing laws, the
RIAA can target any illegal manufacturing plants, websites containing
unauthorized MP3 files, individuas that download illegal music, sites that link
to the offending site, and the search engines that direct users to illega sites.™
The RIAA announced it is consideringg a lawsuit againgt Lycos over a new
sarvice that offers links to MP3 sites™ These offending sites can be located
through new technologies that have been devel oped, such as Broadcast Music,
Inc.’s “spider” programs that crawl around the Internet searching for web sites
with infringing material .

CONCLUSION

In conclusion, thereis no question that unauthorized copying is a serious and
ongoing problem for the software, music and movie industries. The NET Act,

“Hacker Hurricang’ Web site (Jan. 30, 2001), at http://www.usdoj.gov/criminal/cybercrime/bal tutatsent.htm.

187. 1d.

188. See MIDEM, supra note 14.

189. Id.

190. Id.

191. SeeBarlow, supranote 21, at 6.

192. SeeFederal Prosecution, supra note 52.

193. See Smith, supranote 30, at 914-16.

194. See MIDEM, supranote 14.

195. SeRIAA Obtains $2.25 Million Piracy Settlement from CD Plant Producing Illegal Glass Masters at
http://Aww.riaa.com/piracy/press/040699b.htm (on file with author).

196. Id.

197. Id. See also Click News, Yahoo (April 1999), a 38 (noting police seized computers of The
International Lyrics Server, web site featuring popular song lyrics).

198. See RIAA Threatens to Sue Lycos Over MP3, CNET News.com at http: //mwwv.news.conyYNews/ltem
[Textonly/0,25,34250,00.html (on file with author).

199. SeeMann, supra note 22.



46 JOURNAL OF HIGH TECHNOLOGY LAW [Vol. 1No. 1

however, is unnecessary and may create more serious problems than it solves.
The NET Act is an overly harsh, linguisticaly unclear law that ignores the
basic philosophical precepts of copyright protection. It was created in order to
protect the economic interests of big business a the expense of potential
persona disaster for individuas. The NET Act should be appedled or
modified. The meaning of willfulness needs to be defined, the effect of afair
use defense clarified, and the criminal penaty bar raised significantly in order
for thelaw to comport with both public policy and genera copyright policy.



